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PIEU KHOAN VA PIEU KIEN CHUNG VE BAO VE DU LIEU
VA XULY DU LIEU CA NHAN

GENERAL TERMS AND CONDITIONS OF PERSONAL DATA PROTECTION AND
PROCESSION

PIEU 1. GIAI THICH TU NGU/INTERPRETATION OF TERMS
1. Vikki Bank: Ngan hang Trdch nhiém hitu han M6t thanh vién Sé Vikki
Vikki Bank: Vikki Digital Bank Limited

2. Piéu khoan va diéu kién chung vé bdo vé va xir ly dif liéu cd nhan (goi tat
l& “Diéu khodn va diéu kién chung”): 1a thda thudn gitra Vikki Bank vé Chd
Thé Dit Liéu/Khdch Hang gidi thich cho cdc chinh sdch, quy dinh cla Vikki
Bank lién quan dén bdo vé va xtr ly dii liéu cd nhéan:

General terms and conditions of personal data protection and
procession (“General terms and conditions”): refers to the agreement
between Vikki Bank and the Data subject/Customer explaining Vikki Bank's
policies and regulations regarding the protection and procession of
personal data:

a. Logidirliéu cd nhdn dugce xtr ly va cdch thiic ma Vikki Bank thu thdp;

Types of personal data processed and the methods by which Vikki Bank
collects such data;

b. Muc dich (bao gém hoat déng chéim diém, xép hang tin dung, ddnh gid
théng tin tin dung, ddnh gid mic dé tin nhiém vé tin dung néu cd), cdch
thire xr ly dir liéu cd nhan;

Purposes (including credit scoring, credit rating, credit information

assessment, and creditworthiness assessment, if any) and methods of
processing personal data;

c. Ngudn thu thap dif liéu cd nhan; Cdéc t8 chiic, cd nhén cé lién quan dén
xU ly dirliéu cd nhan;
Sources of personal data collection; Organizations and individuals
regarding the processing of personal data;

d. Hudng dén cdch thic dé Cha thé dir liéu thuc hién cdc quyén va nghia
vu lién quan dir liéu cd nhan cla minh;
Instructions on methods for the Data subject to exercise his or her
personal data-related rights and obligations;
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e. Hau qud, thiét hai khéng mong muén cé thé xdy ra;
Unexpected consequences and damages may occur;

f. Thaigian bdt ddu, thdi gian két thac xi ly dif liéu.
Data processing start time and end time.

g. Thaigian luu trir dir liéu cd nhan;
Personal data storage period;

h. Co ché, cdch thic rit lai su déng y va chinh sdch xdéa, hiy dif liéu cd
nhdan theo quy dinh.

Mechanisms and methods regarding withdrawal of consent and policies
regarding deletion, destruction personal data according to the
regulations.

3. DirLiéu CaNhan: & difliéu s6 hodc théng tin dudi dang khéc xdc dinh hodic
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gilip xdc dinh mdt con ngudi cu thé. Dirliéu cd nhéin bao gém difliéu cd nhan
cd bdn va dit liéu cd nhan nhay cdm. Dt liéu cd nhdan sau khi khir nhdn dang
khéng con la difliéu cd nhan.

Personal data refers to digital data or information in other forms that
identifies or assists the identification of a specific individual, including basic
personal data and sensitive personal data. Personal data, once de-
identified, is no longer considered personal data.

. Ditliéu cd nhén co ban bao géom:

Basic personal data includes:
a. Ho, chit dém va tén khai sinh, tén goi khdc (néu cé);
Last name, middle name, first name, other name (if any);
b. Ngdy, thdng, nédm sinh; ngdy, thdng, ndm chét hodc mat tich;
Date of birth; date of death or going missing;
c. Gigitinh;
Gender;
d. Nai sinh, ngi dang ky khai sinh, ngi dang ky thudng tru, noi dang ky tam
tru, noi 8 hién tai, qué qudn, dia chilién hé;

Place of birth registration; place of permanent residence registration;
place of temporary residence registration; current place of residence;
hometown; contact address;

e. Quéc tich;
Nationality;
f. Hinh dnh cla cd nhéan;

Images of the individual;
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Sc“ivdiérll thoai, s6 dinh danh c& nhéan, s6 hd chiéu, s6 gidly phép ldi xe, s6
bién sé xe;

Phone number; personal identification number; passport number;
driver’s license number; vehicle registration plate number;

Tinh trang hon nhan;

Marital status;

Théng tin vé médi quan hé gia dinh (cha me, con, vg, chéng);
Information on family relationships (parents, children, spouse);

Théng tin vé tai khodn sé clia cd nhén;

Information on the individual’s digital accounts;

. Cdc thong tin khdc gdn lién véi mdt con ngudi cu thé hodic gitip xdc dinh

mdt con ngudi cu thé khdng thudc quy dinh vé dirliéu cd nhan nhay cédm
tai khodn 5 Diéu 1.
Other information associated with a specific individual or that helps

identify a specific individual, which does not fall under the provisions of
Clause 5, Article 1.

5. Ditliéu ca nhén nhay cam bao goém:

Sensitive personal data includes:
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Quan diém chinh tri, quan diém tén gido, tin ngudng;

Opinions on politics, religion, and belief;

. Tinh trang suc khée;

Health status;

Dit liéu tiét 16 ngudn géc chlng tdc, nguén géc dén toc;
Data revealing racial origin or ethnic origin;

Dir liéu sinh tréc hoc, déc diém di truyén;

Biometric data and genetic characteristics;

. Dirliéu tiét 16 d&i séng tinh duc, xu hudng tinh duc clia cd nhan;

Data revealing an individual’s sexual life or sexual orientation;

Dit liéu vé tdi pham, vi pham phdp ludt dugc thu thap, luu trir bdi cdc co
quan thuc thi phdp luat;

Data on crimes and violations of law collected and stored by law
enforcement agencies;

. Tén ddng nhap, mat khdu truy cap cla tai khodn ngén hang; théng tin

thé ngén hang, dir liéu vé lich s giao dich cla tai khodn ngdn hang;
théng tin tai chinh, tin dung va cdc théng tin vé hoat ddng, lich sir giao
dich tai chinh, chiing khodn, bé&o hiém cla khdch hang tai cdc té chirc
tin dung, chi nhdnh ngdn hang nudc ngodi, té chiic cung ung dich vu

gian thanh todn, chiing khodn, bdo hiém, cdc t& dudc phép
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khac;

Login names and passwords for access to bank accounts; bank card
information; data on transaction history of bank accounts; financial and
credit information and other information relating to financial activities
and transaction history, securities, and insurance of clients at credit
institutions, foreign bank branches, intermediary payment service
providers, securities institutions, insurers, and other authorized
organizations;

h. Vi tri cia cd nhdn dugc xdc dinh qua dich vu dinh vi;
Personal location data identified through location services;

i. Thoéngtin vé d&iséng riéng tu, bi mat cd nhén, bi méat gia dinh;
Information on private life, personal secrets, and family secrets;

j. Théng tin tén déng nhap va mat khdu truy cép tai khodn dinh danh dién
tlr ca cd nhan; hinh dnh thé cdn cudc, thé cdn cudc cong ddan, ching
minh nhan dan;

Login names and passwords for access to individuals’ electronic

identification accounts; images of ID cards, citizen ID cards, or 9-digit ID
cards;

k. Dirliéu theo d&i hanh vi, hoat déng st dung dich vu vién théng, mang xé
hoi, dich vu truyén théng truc tuyén va cdc dich vu khdc trén khéng gian
mang;

Data monitoring behavior and activities related to the use of
telecommunications services, social networks, online communication
services, and other services in cyberspace;

I. Dirliéu cd nhan khdc dugc phdp ludt quy dinh can giit bi mat hodc cén
c6 bién phdp bdo mdt chdt ché.

Other personal data that are required by law to be kept confidential or
to which strict confidentiality measures must be applied.

6. Chi Thé Dir Liéu: 1& cd nhan dugc dif liéu c& nhan phdn dnh, bao gém tét
cd cdc khdch hang cd nhan déng ky tim hiéu hodic dang st dung sén phdam,
dich vu ctia Vikki Bank, ngusi lao dong cla Vikki Bank, c¢8 déng va/hodic
cdc cd nhan khdc cé phat sinh quan hé phdp ly véi Vikki Bank.

Data Subject: is an individual reflected by personal data, including all
individual customers who register to learn about or are using Vikki Bank’s
products, services, Vikki Bank’s employees, shareholders, and/or other
individuals who have a legal relationship with Vikki Bank.

7. Khdch hang: bao gém cha thé dif liéu/khdch hang cd nhan, t6 chirc hién
hitu v& ch thé dir liéu/khdch hang tiém ndng cla Vikki Bank. Tai Diéu
Khodn V& Diéu Kién Chung nay, Khdch hang cé thé 1a Chl Thé DitLiéu hodic
|& B&n Cung Cdp Dir Liéu Ca Nhan clia Chi Thé Dit Liéu cho Ngan hang.
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Customer: including personal data subject/customer, existing
organizations, and potential data subject/customer of Vikki Bank. In these
General Terms and Conditions, the customer may be the data subject or the
data subject’s personal data provider to the Bank.

. Bén Cung Cdp Dir Liéu Ca Nhan (goi tat la “Bén Cung Cdp”): | cdc cd

nhan, t& chic thay mét hodic dudc su déng y clia cd nhén la Cha Thé Dit
Liéu dé cung cép dir liéu cd nhén cta cd nhén dé cho Vikki Bank.

Personal Data Provider (“Provider”): are individuals, organizations on
behalf of or with the consent of individuals who are Data Subject to provide
such individual’s personal data to Vikki Bank.

. X@r ly dit liéu cd nhén |d mét hodc nhiéu hoat déng tdc ddng téi dirliéu cd

nhan, nhu: thu thap, phan tich, tdng hdp, mé héa, gidi md, chinh slra, xéa,
hdy, khir nhan dang, cung cdp, céng khai, chuyén giao dit liéu cd nhan va
hoat déng khdc tdc déng dén dii liéu cd nhan.

Personal data processing refers to an activity or activities impacting
personal data, including one or more of the following: collection, analysis,
summary, encryption, decryption, modification, deletion, destruction, de-
identification, provision, disclosure, transfer of personal data, and other
activities impacting personal data.

10.Bén Kiém soat dirliéu canhan 1a co quan, t6 chic, cd nhan quyét dinh muc

11.

dich va phuang tién xt ly dit liéu cd nhan.

Personal data controlling party (Personal Data Controller) refers to an
agency, organization, or individual that decides on the purposes and means
of personal data processing.

Bén XU ly dit liéu cd nhan 1& co quan, t8 chic, cd nhan thuc hién viéc xi ly
dirliéu theo yéu cau clia Bén Kiém sodt dirliéu hodc Bén kiém sodt va xt ly
dirliéu cd nhén théng qua hgp déng.

Personal data processing party (Personal Data Processor) refers to an
agency, organization, or individual processing personal data as requested
by the personal data processing party or personal data processing and
controlling party under a contract.

12.Bén Kiém soat va x@ ly dir liéu ca nhan 1 co quan, t6 chiic, cd nhan déng

th&i quyét dinh muc dich, phuang tién va truc tiép xir ly dif liéu cd nhan.

Personal data processing and controlling party (Personal Data
Controller-cum-Processor) refers to an agency, organization, or
individual that decides on the purposes and means of personal data
processing and directly processes personal data.

13.Bén thirtba 1 t6 chiic, cd nhan ngodi Ch thé dirliéu, Bén Kiém sodt dif liéu
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cd nhan, Bén X ly dif liéu cd nhén, Bén Kiém sodt va x ly dif liéu cd nhén
dugc phép xt ly dirliéu cd nhan.
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Third Party refers to an organization or individual other than the personal
data subject matter, personal data controlling party, personal data
processing and controlling party, and personal data processing party
participating in the personal data processing according to the law;

14.Sén pham, dich vu, tién ich cta Vikki Bank: bao gém sén phdm, dich vu,
tién ich clia Vikki Bank va/hodc san phdm, dich vu, tién ich ctia bén thi ba
ma Vikki Bank cé hgp tdc.
Products, services, and utilities of Vikki Bank: includes products, services,

and utilities of Vikki Bank and/or products, services, and utilities of third
parties with which Vikki Bank cooperates.

PIEU 2.QUY PINH CHUNG/GENERAL PROVISIONS
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1. Nguyén tdc xirly dirliéu ca nhan:
Principles relating to processing of personal data:

Vikki Bank cam két tudn thd cdc nguyén tdc sau day khi x ly dif liéu cd
nhan:

Vikki Bank is committed to complying with the following principles when
processing personal data:

a. Vikki Bank xtrly va bdo vé dirliéu ca nhéan phu hgp véi quy dinh phap lugt
Viét Nam; tuan thi day da theo Diéu Khodn Va Diéu Kién Chung ndy va
cdc hop déng, thda thudn, diéu khodn, diéu kién, van ban khdéc dé xdéc
l&p v8i Chli Thé Dir Liéu/Khdch Hang. Tuy thudc vdo tiing ngif cdnh cu
thé, Vikki Bank h&inh déng véi tu cdch |a Bén Kiém Sodt Dif Liéu, Bén X
Ly DitLiéu, BénKiém Sodt Va XLy DirLiéu, hod&ic Bén ThirBa Bugc Phép
va thuc hién cdc quyén han, nghia vu tusng tng theo quy dinh phdp luat;

Vikki Bank processes and protects personal data in accordance with
Viethamese law and fully complies with these General Terms and
Conditions and other contracts, agreements, terms, conditions, and
documents established with the Data Subject/Customer. Depending on
the specific context, Vikki Bank acts as a data controller, a data
processor, a data controller-cum-processor, or even an authorized
third party and exercises its corresponding rights, obligations according
to the provisions of law;

b. Vikki Bank thu thap dif liéu c& nhén véi muc dich cu thé, rd rang, hap
phdp, trong pham vi cdc muc dich d& néu tai Diéu Khodn Va Piéu Kién
Chung ndy, cdc hgp déng, théa thudn, diéu khodn, diéu kién, vén ban
khdc d& xdc 1ap v8i Cha Thé Dir Liéu/Khdach Hang vé phu hgp véi quy
dinh phdp lugt Viét Nam;

Vikki Bank collects personal data for specific, clear, and lawful
purposes, within the scope of the purposes stated in these General
Terms and Conditions, contracts, agreements, terms, conditions, and
other documents established with the Data Subject/Customer, and in
accordance with the laws of Vietnam;
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c. DirLiéu C& Nhan dugc cdp nhat, bé sung phl hdp véi muc dich x{ ly;

Personal data is updated and supplemented in accordance with the
processing purposes;

d. Vikki Bank luén dp dung va cp nhdt cdc bién phdap ky thudt phu hgp vai
quy dinh phdp ludt Viét Nam nhdm dédm bdo tinh an todn, bdo mat cta
dirliéu cd nhan, bao gém cé bién phdp bdo vé khéi su truy cép trdi phép
hodc trdi phdp luat va/hodc phong, chéng su phd hiy, mat mdt, thiét
hai cho dif liéu cd nhén; Thuc hién déng bd cé hiéu qué cdc bién phdp,
gidi phdp vé thé ché, k¥ thudt, con ngudi phi hdp dé béo vé dir liéu cd
nhan.

Vikki Bank consistently applies and updates appropriate technical
measures in accordance with Vietnhamese law to ensure the safety and
security of personal data, including measurements of protection from
unauthorized access or against the law and/or to prevent the
destruction, loss, or damage of personal data; effectively implements a
coordinated set of institutional, technical, and human measures and
solutions appropriate for the protection of personal data.

e. VikkiBank luu trit ditliéu cd nhan trong khodng thgi gian phu hgp véi muc
dich x{rly;
Vikki Bank stores personal data for a period in conformity with
processing purposes;

f. Vikki Bank cam k&t tuén thi cdc quy dinh lién quan dén boo vé dir liéu
clia tré em, ludn thuc hién theo nguyén tdc bdo vé cdc quyén va Idl ich
t6t nhét cha tré em va ddm bdo tudn thi cdc quy dinh phdp luét vé béo
vé dirliéu trong tung thdi ky;

Vikki Bank undertakes to comply with regulations concerning the
protection of children’s data, to consistently adhere to the principle of
protecting children's rights and best interests, and to ensure compliance
with provisions of law on data protection in each period;

g. Vikki Bank c6 thé sé& ghi am, ghi hinh va x{ ly dif liéu cd nhén thu thap
dudc tif camera (CCTV) tai cdc khu vuc cé Idp CCTV (bao gém nhung
khéng gidi han bai khu vuc ATM, khu vuc & hanh lang, khu vuc 16i ra/vao
...clia cdc dia diém giao dich) phl hgp véi cdc yéu cau ddm bdo an ninh,
tréit tu, an todn xa& hoi tai Vikki Bank, bdo vé quyén va Igi ich hgp phdp
cho Chl Thé Dir Liéu, phong, chéng, xdc dinh va diéu tra nhitng hanh vi
vi pham theo quy dinh phdp luat.

Vikki Bank may record audio, video, and process personal data
collected via cameras (CCTV) in CCTV-deployed areas (including but
not limited to ATM areas, corridor areas, entry/exit areas, etc of
transaction locations) in accordance with the requirements for ensuring
security, order, and social safety at Vikki Bank, protecting the lawful
rights and interests of data subjects, and preventing, combating,
identifying, and investigating violations in accordance WIth the
provisions of law. .

TAI APP VIKKI SRIRey
Vikki Care E
= E) Hotline (24/7)

Q 1900 6608

@ In Appchat @ vikkibank.vn @ 1900 O

= P 2 19006608@vikkibank.vn



2. Hiéu luc cta Diéu Khoan Véa Piéu Kién Chung
Effect of General Terms and Conditions

a. Bdng viéc ddng ky tim hiéu, ddng ky st dung, s dung cdc sdn phdm,
dich vu, giao k&t hgp déng va/hodc cung cdp dif liéu cd nhén cho Vikki
Bank trén bat ky nén tdng ndo va/hodic dudi bat ky hinh thiic ndo cho
phép Vikki Bank x{ ly dif liéu cé nhan, Cha Thé Dit Liéu/Khdch Hang dé
doc, hiéu rd, chdp nhan todn bo va khong kém theo bdt ky diéu kién ndo
ddi véi cdc ndi dung dugc dé cdp tai Piéu Khodn Va Piéu Kién Chung
ndy vé& cdc thay déi (néu co) trong tiing thdi ky.

By registering to learn, register to use, use products and services, enter
into contracts, and/or provide personal data to Vikki Bank on any
platform and/or in any form that allows Vikki Bank to process personal
data, the Data Subject/Customer has read, understood, fully accepted,
and without any conditions, the contents mentioned in the General
Terms and Conditions and changes (if any) in each period.

b. Diéu Khodn Va Piéu Kién Chung ndy ld moét phan khong thé tdch rai va
can dudc doc, hiéu thdng nhdt véi cdc hgp doéng, thda thudn, diéu
khodn, diéu kién va cdc vén bén khdc dude xdc 1ap gilfa Cha Thé Dif
Liéu/Khdch Hang va Vikki Bank. Diéu Khodn V& Diéu Kién Chung ndy sé
dugc uu tién dp dung trong trudng hop cé bat ky xung dét hodc mau
thudn ndo véi cdc hop déng, thda thudn, diéu khodn va diéu kién chi
ph&i méi quan hé ctia Chl Thé Dir Liéu/Khdach Hang véi Vikki Bank, cho
du dudc ky két trudc, vao ngdy hodic sau ngdy Chi Thé Dif Liéu/Khdch
Hang chép thudn Diéu Khodn Va Diéu Kién Chung ndy.

These General Terms and Conditions are an integral part of and shall be
read and construed consistently with contracts, agreements, terms,
conditions, and other documents entered into between the Data
Subject/Customer and Vikki Bank. These General Terms and Conditions
shall prevail in the event of any conflict or inconsistency with the
contracts, agreements, terms, and conditions governing the relationsip
between Data Subject/Customer and Vikki Bank, whether entered into
before, on, or after the date on which the Data Subject/Customer
accepts these General Terms and Conditions.

c. Tat cd cdc quyén va nghia vu clia cdc Bén tai Diéu Khodn Va Diéu Kién
Chung nay sé& khéng thay thé, chdm dit hodc thay déi, ma sé la cong
dén vao cdc quyén va nghia vu mé Vikki Bank va Cha Thé DirLiéu/Khdach
Hang dang cé 3 bét ky van bén ndo dé thda thudn va khdng dnh hudng
dén cdc quyén khdéc vé thu thap, st dung, tiét 16, x ly dii liéu cla Vikki
Bank.

All rights and obligations of the Parties under these General Terms and
Conditions shall not replace, terminate, or amend, but shall be
cumulative with, the rights and obligations that Vikki Bank and the Data
Subject/Customer have under any other agreed documents, and shall
not affect any other rights of Vikki Bank in relation to the collection, use;
gicc/osure, and processing of data. i
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d. Piéu Khodn Va Diéu Kién Chung nay cé thé dugc Vikki Bank cép nhat,
stfa d6i, b6 sung hodc thay thé trong tiing thdi ky. Trudc khi bén thay
déi cé hiéu luc, Vikki Bank phdi théng bdo trudc cho Chi Thé Dir
Liéu/Khdch Hang chém nhdt 01 (mdt) ngdy bdng mdt trong cdc hinh
thire: nhdn tin dén s6 dién thoai di déng, gti thu (hodic thu dién t) truc
tiép dén dia chi hodc cdng bé trén website https://vikkibank.vn/ hodc
niém yét tai cdc dia diém giao dich ctia Vikki Bank hodic phuang thic
khdc phu hop vé8i quy dinh phdp ludt. Trudng hop khéng déng y véi ndi
dung stfa d6i, bé sung, Chli Thé Dit Liéu/Khach Hang vui ldong lién hé Vikki
Bank dé dudc gidi ddp thém chi tiét.

These General Terms and Conditions may be updated, amended,
supplemented, or replaced by Vikki Bank in each period. Before the
change takes effect, Vikki Bank must notify the Data Subject/Customer
at least one day in advance by one of the following methods: texting to
the mobile phone number, sending mail (or email) directly to the
address, publishing it on the website https://vikkibank.vn/, listing it at
Vikki Bank's transaction locations, or using other methods in accordance
with the law. In case of disagreeing with the revised and supplemented
content, the Data Subject/Customer shall contact Vikki Bank for further
details.

PIEU 3. LOAI DU LIEU CA NHAN PUGC XU LY VA CACH THUC THU THAP/THE

1.

TYPES OF PERSONAL DATA PROCESSED AND METHODS OF
COLLECTION

Phan lodi dit liéu:
Data classification:

D& cung cdp sé&n phdm, dich vu tai chinh ngdn hang cho Cha thé dir
lidu/Khdch hang, Chi thé dirliéu/Khdch haing ddng y rdng Vikki Bank sé thu
thap va xly cdc dif liéu cd nhan clia Chi thé difliéu/Khdch hang, bao géom
D{ liéu cd nhdn cd bén va Dit liéu cd nhdn nhay cdm.

In order to provide banking, financial products and services to the Data
subject/Customer, Data subject/Customer agrees that Vikki Bank will
collect and process the Data subject/Customer’s personal data, including
basic personal data and sensitive personal data.

2. Cach thic va phuong phap thu thap dirliéu ca nhan:

Measurements and methods of personal data collection:

Vikki Bank véi tu cdch Bén Kiém Sodt Dif Liéu hodic Bén X{r Ly Dir Liéu clia
Vikki Bank (bé&n thay mét cho Vikki Bank dé thu thap dif liéu cd nhan) hodc
Bén Kiém sodt kiém sodt va xi ly dirliéu cd nhan c6 thé thu thap nhiing loai
dir liéu cd nhén néu tai Khodn 4 Piéu 1 va Khodn 5 Diéu 1 Diéu Khodn V&
Diéu Kién Chung ndy tlir cdc ngudn cung cdp sau:

Vikki Bank, as Data Controller or Data Processor of Vikki Bank (a party on
behalf of Vikki Bank to collect personal data) or Data Controller-cum-
Processor, may collect the types of personal data ment/oned in Clause#4

e 7 om the
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following sources:
a. Théng qua tucng tdc véi Chi Thé Dir Liéu:
Through interaction with Data Subject:

i. Tl cdc van ban, théa thudn, hgp dong, chiing tlr, ho so giao dich
va/hodc tailiéu ho trg giao dich gui cho Vikki Bank;

From documents, agreements, contracts, vouchers, transaction
records, and/or transaction supporting documents sent to Vikki
Bank;

ii. TUcdc tuong tdc khi Cht Thé Dir Liéu truy cap, nhép, chon, déng ky
tai cdc trinh duyét, ing dung, website, thiét bi dién ti (nhu mdy giao
dich tv déng POS, STM...), fanpage, mang x& hdi va cdc nén tdng sé
khdc cla Vikki Bank /Bén X Ly Dif Liéu, bao gém cdc tép tin dugc
tu déng tao ra bai trinh duyét, iing dung ma Chd Thé Dit Liéu truy cép
(cookie(s)) hodc cdc thiét bi/cong cu gidm sdat tuong tu);

From interactions when the Data Subject accesses, enters, selects,
and registers at browsers, applications, websites, electronic devices
(such as POS, STM...), fanpages, social networks, and other digital
platforms of Vikki Bank or the Data Processor, including files
automatically generated by the browsers, applications accessed by
the Data Subject (cookie(s)), or devices or similar monitoring tools;

iii. TU cdc file ghi @&m, ghi hinh (video call) luu trif tir hé théng mdy ghi
am/mdy quay, camera gidm sdt tai cdc dia diém giao dich, hé théng
téng dai, dién thoai clia Vikki Bank /BénXtr Ly Dif Liéu;

From audio and video recordings (including video calls) stored in
recording and/or surveillance systems, including recording devices,
cameras installed at transaction locations, and call center and
telephone systems of Vikki Bank and/or the Data Processor;

iv. TU cdc tudng tdc clia Chi Thé D Liéu véi cdc cd nhan/don vi duge
Vikki Bank Gy quyén bao gém gdip mdét truc tiép tai dia diém giao dich
cla Vikki, cdc trao déi, lién lac bdng vén ban clia Chi Thé Dir Liéu
v@i Vikki Bank, cdc cudc goi ghi am, thu dién ti, trén trang théng tin
dién t, nén tang, Ung dung cé thiét |ap kY thudt xin su déng y, c
phdp déng y qua tin nhdn dién thoai, hodc cdc phuong tién trao déi
thong tin khac;

From interactions between the Data Subject and individuals/entities
authorized by Vikki Bank, including in-person meetings at Vikki
Bank’s transaction locations; written communications between the
Data Subject and Vikki Bank; recorded telephone calls; email,
websites, platforms, or applications with technical mechanisms
established to obtain consent; consent provided via SMS syntax; or
other means of communication.

v. TU hoat dbéng phan tich vé cdch thirc Chi Thé Dir Liéu st dung va
quan ly (céc) s&n phdm, dich vu; .
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From the analysis of methods that the Data Subject uses and
manages the product(s) or service(s);

b. Théng qua Bé&n Cung Cép DirLiéu C& Nhéan

Through a Personal Data Provider

i. Bén Cung Cép bao gébm nhung khéng gidi han cdc bén sau:

The Personal Data Provider includes but is not limited to the
following:

> Vikki Care

Q 1900 6608
@ In App chat

Khdch Hang cd nhan cung cdp théng tin cla ngudi khdc 1 Ch
Thé DirLiéu bao gém nhung khdng gidi han théng tin vé: ngusi phu
thudc, ngudi cé lién quan theo quy dinh phdp ludt, vg/chéng, con,
cha me, anh chi em rudt, ngusi gidm hd, ngusi cé quan hé huyét
théng, nudi dudng, cap dudng, ban bé, ngudi quen, bé&n nhén
thanh todn, bén thu hudng, bén dugc bdo hiém, ngusi dudc Gy
quyén, déi tdc, chi thé dif liéu/khdch hang, ngudi lién hé trong
cdc trudng hgp khdn céip hodc cd nhén khdc cé lién quan clia Ch
thé dir liéu/Khdach Hang ma Vikki Bank phai thu thap théng tin dé
thuc hién cdc yéu cdu, cung cdp s&n phdm, dich vu cho Cha thé
dir liéu/Khdach Hang phu hgp vai quy dinh cta Vikki Bank va quy
dinh phdp luat.

An individual Customer provides information about another
individual who is a Data Subject, including but not limited to:
dependents, related people, spouses, children, parents, siblings,
guardians, people in consanguineous relationship, raising, support
relationships, friends, acquaintances, payees, beneficiaries,
insured  parties, authorized people, partners, data
subjects/customers, emergency contacts, or other individuals
related to the Data Subject/Customer, where such information is
required by Vikki Bank to process requests and to provide
products and services to the Data Subject/Customer in
accordance with Vikki Bank’s internal regulations and provisions
of law.

Chu thé diliéu/Khdch Hang t6 chifc cung cdp théng tin clia ngudi
khdc bao gém nhung khéng gidi han théng tin vé: ngudi lién quan
dén t6 chic, ngudi dai dién hgp phdp clia té chic thuc hién giao
dich san phdm, dich vu tai Vikki Bank nhu ngudi dai dién theo phdp
luat, ngudi dai dién theo Gy quyén, hodic ké todn, ngudi quan ly,
chti s& hitu, ngudi lao déng, cd nhan/nhédm cd nhén la Chi thé dir
lidu/khdch hang clia té chirc, chli s hitu hudng Igi vé cdc cd nhén
khdc ma Vikki Bank phdi thu thdp théng tin dé thuc hién cdc yéu
cdu, cung cdp s&n phdm, dich vu cho Cha thé difliéu/Khdch Hang
phu hgp véi quy dinh cta Vikki Bank va quy dinh phdp ludt;
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Data subjects/Organizational customers provide information
about other people, including but not limited to: related people of
the organization, legal representatives of the organization
performing transactions of products and services at Vikki Bank,
such as legal representatives, authorized representatives,
accountants, managers, owners, employees, individuals or groups
of individuals who are Data subject/Customer of such
organization, beneficial owners, and other individuals that Vikki
Bank must collect information from to fulfill requests and provide
products and services to Data subject/Customer in accordance
with Vikki Bank's regulations and legal regulations;

Cdc nha cung cdp dich vu, déi tdc, don vi tu van cta Vikki Bank
bao gém nhung khéng gidi han: t6 chiic, cd nhan thuc hién khdo
sat, truyén thdng mang x& hdi, tiép thi, ngdn nglra gian 1én, tap
hgp diliéu, hé trg co sé ha tang, hé théng, dich vu va phuong tién
cong nghé, théng tin, cdc ngdn hang dai ly, trung gian thanh todn
cla Vikki Bank, cdc bén tham gia x{ ly giao dich, t& chiic hé trg
nhdn biét, xdc minh théng tin nhan biét, b&n mbi gidi va cdc bén
thi ba khdc lién quan dén hoat déng kinh doanh cta Vikki Bank;

Service providers, partners, and consulting units of Vikki Bank
include but are not limited to: organizations and individuals
conducting surveys, social media, marketing, fraud prevention,
collecting data, supporting infrastructure, systems, services, and
means of technology, information, correspondent banks, payment
intermediaries of Vikki Bank, parties involved in transaction
processing, organizations supporting organizations to identify
and verify identification information, brokers, and other third
parties related to Vikki Bank's business operations;

Cdc bén thi ba cé quan hé véi Cha Thé Dif Liéu, bao gém nhung
khéng gidi han & ngudi st dung lao ddng, dong s hitu tai khoan,
bén cdp tin dung, bén ddng ky va cung cap théng tin vé bién phdp
b&o dam, dong ddi tdc, déng quadn ly, déng cé ddng, cdc nha
cung cdp dich vu ctia Chl Thé Dif Liéu, thuc hién cung cdp dit liéu
cd nhan cho Vikki Bank;

Third parties related to the Data Subject, including but not limited
to employers, account co-owners, credit providers, entities
registering and providing information on security measures, co-
partners, co-managers, co-shareholders, and the Data Subject’s
service providers, who provide personal data to Vikki Bank;

Bat ky bén cung cép bdo cdo, tham chiéu tin dung, bén cung cép
théng tin tin dung, bén chdm diém tin dung va bén dudc phép
cung cép dich vu théng tin theo quy dinh phdp ludt;

Any report provider, credit reference, credit information provider,

credit scorer, or authorized information service provider in
accordance with the law;
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- Ngén hang Nhé nudce Viét Nam hodic cdc co quan cé thdm quyén
khdac tai Viét Nam hodc & nudc ngodi;

The State Bank of Vietnam or other competent authorities in
Vietnam or abroad;

- Bén thi ba bdt ky ma Chi Thé Dit Liéu déng y cho bén thit ba thu
thap v& chuyén giao théng tin cho Vikki Bank.

Any third party to whom the data subject consents for the third
party to collect and transfer information to Vikki Bank.

ii. Khi cung cap dir liéu cd nhan cla ngudi khdc cho Vikki Bank, Bén
Cung Cdap cam doan, bdo d&m va chiu trdch nhiém véi Vikki Bank
rang:

When providing personal data of others to Vikki Bank, the Provider
undertakes, warrants, and is responsible to Vikki Bank that:

- Cdc thdng tin dugc cung cdp cho Vikki Bank I& chinh xdc va déay
dd, déng thai thdng bdo vé cdc thay déi, sai sét ddi véi dif liéu cé
nhén dé& cung cdp cho Vikki Bank;

The information provided to Vikki Bank is accurate and complete,
and concurrently, notify about changes and errors in personal
data provided to Vikki Bank;

- Pé& thédng bdo cho cd nhan [& Chi Thé D Liéu hiéu ré va cé dudce
sudéng y/chdp thuén hgp phdp hodc Gy quyén hop |1& ctia cd nhan
ndy (bao gom thiét I1&p cdc chinh sdch, diéu khoan vé béo vé Dir
Liéu Ca Nhan) trong viéc:

Have informed the individual who is the data subject that they
fully understand and have obtained the legal consent/approval,
or authorization of this individual (including establishing policies,
terms, and conditions to protect personal data) in:

+ Cung cap dirliéu cd nhan cho Vikki Bank;
Provide personal data to Vikki Bank;

+ Cho phép Vikki Bank xt ly dir liéu cd nhén cho cdc muc dich
dugc néu tai Diéu Khodn V& Diéu Kién Chung nay. Bén Cung
Cdp doéng y rdng Vikki Bank khéng cé trdch nhiém phai thdm
dinh vé tinh hgp phdp, hop 1é clia su déng y/chdp thudn/ay
quyén ndy va viéc luu trir bdng chimg chiing minh thudc trach
nhiém cla Bén Cung Cdp. Bén Cung Cdp phdi cung cdp bdng
chiing theo yéu cau cla Vikki Bank. Vikki Bank dugc mién trach
nhiém va dudc yéu cau béi thudng cdc thiét hai, chi phi lién
quan khi B&n Cung Cép khéng thuc hién ding ndi dung cam két
tai Muc nay;

Permit Vikki Bank to process personal data for the purposes

stated in these General Terms and Conditions. The Provider
agrees that Vikki Bank /s not responsible for verifyi
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and that the storage of evidences is the responsibility of the
Provider. The Provider must provide evidences at the request
of Vikki Bank. Vikki Bank is exempt from liability and shall be
entitled to claim compensation for related damages and
expenses where The Provider fails to perform with the
commitments set out in this section.

D6i vai dirliéu cd nhan vé tré em, ngudi bi mat hodc han ché néng
luc hanh vi dan su, ngudi cé khd khan trong nhén thic, lam chi
hanh vi: B&n Cung Cdp phdi cung cép gidy t& chiing minh dugc |&
ngudi dai dién theo phdp luat thay mdt thuc hién trudc khi cung
cdp dif liéu cho Vikki Bank. D6i v4i tré trén 7 tudi, B&n Cung Cdp
phdi thu nhéin su déng y ctia tré trén 7 tudi va ngudi dai dién theo
phdp luat vé viéc xr ly dii liéu c& nhan theo Diéu Khodn V& Diéu
Kién Chung nay.

With respect to personal data of children, persons who have lost
or have limited civil act capacity, or persons having difficulties in
cognition or behavioral control, the Providing Party shall, prior to
providing such personal data to Vikki Bank, provide documents
evidencing that it is the legal representative authorized to act on
behalf of such individuals. For children aged 7 years or older, the
Provider must obtain the consent of both the child and the such
legal representative for the processing of personal data in
accordance with these General Terms and Conditions.

c. Tircdc ngudn cung cdp thong tin khac (bao gém ca nguédn dit liéu céng
khai, dugc phé bién réng réi nhu trang thong tin dién tl, mang xa hoi,
bdo dién tl, bdo in..ma déi tugng, ndi dung ti€p can khéng han ché) phu
hgp vé8i quy dinh phdp luat dugc khadi tao hodic téng hop clng vdi céc

thong

From

tin khdc ma Vikki Bank c6 dugc.

other sources of information (including public data sources

widely disseminated such as websites, social networks, electronic
newspapers, printed newspapers, etc, where access to the subjects and
content is not restricted), in accordance with legal regulations are
generated or aggregated together with other information obtained by
Vikki Bank.

PIEU 4.XU LY DU LIEU CA NHAN/PERSONAL DATA PROCESSING

Muc dich xt ly dirliéu ca nhén

Purpose

of processing personal data

Dir Liéu C4& Nhan cé thé dugc Vikki Bank ho&c Bén X Ly Dir Liéu hodc Bén
Thi Ba Pudc Phép x{ ly dir liéu cd nhéan phuc vu cho mét hodc nhiéu muc

dich sau:

Personal

data may be processed by Vikki Bank, a data processor, or an

authorized third party for one or more of the following purposes:
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a. Pdnh gid, cung cdp va cdi thién chat lugng cung ting cdc sdn phdm, dich
vu, bao gom nhung khéng gidi han:

Assess, provide, and improve the quality of products and services,
including but not limited to:

i. Nhén biét, xdc minh va duy tri thdng tin chinh xdc vé nhén biét Ch
Thé Dir Liéu/Khdach Hang (KYC), xdc thuc Chi Thé Dir Liéu/Khdch
Hang, tim kiém, xdc minh va tién hanh cdc hoat dong kiém tra vé gian
lan, phong chéng rira tién, tdi trg khiing bé, tai trd phd bién vii khi hdy
diét hang loat (bao gom nhung khéng gidi han viéc cung cap théng
tin cho cdc t6 chie tin dung trong nudc va ngodi nude nhédm muc dich
xU ly giao dich cho Chti thé dirliéu/Khdch Hang), théng tin giao dich,
tai chinh, tin dung va cdc kiém tra khdc d6i véi Cha Thé Di
Liéu/Khdch Hang theo yéu cau;

Identify, verify, and maintain accurate information on identifying
Data Subjects/Customers (KYC), authenticating  Data
Subjects/Customers, searching, verifying, and conducting audits on
fraud, anti-money laundering, terrorist financing, Financing of
proliferation of weapons of mass destruction (including but not
limited to providing information to domestic and foreign credit
institutions for the purpose of processing transactions for the Data
subject/Customer), transaction, financial, and credit information
and perform other checks in respect of the Data Subject/Customer
as required.

ii. Pdnh gid, xdc dinh, xdc minh hé sc phdp ly, tin dung, tai san va khé
n&ng di diéu kién cla Chi Thé Dif Liéu/Khdch Hang d6i véi bat ky
sa&n phdm, dich vu ndo do Vikki Bank dé xudt hodic cung cap;

Assess, identify, and verify the legal profile, credit, assets, and
eligibility of the Data subject/Customer for any products or services
proposed or provided by Vikki Bank;

iii. Cén nhéc, phé duyét viéc cung cdp hodc ti€p tuc cung cdp bdt ky
sé&n phdm, dich vu theo cdc vdn bén ddng ky, dé nghi, yéu cdu va cdc
van bén khdc clia Cht Thé Dir Liéu/Khdch Hang;

Consider, approve the provision, or continue to provide any products
or services in accordance with the registrations, proposals, requests
documents, and other documents of the Data subject/Customer;

iv. Thdm dinh, xdy dung, ddnh gid mic dé tin cdy trong viéc st dung sdn
phdm, dich vu clia Chli Thé Dii Liéu/Khdch Hang;

Value, build, and evaluate the reliability of the use of products and
services by the Data subject/Customer;
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v. D& hiéurd hon vé nhu cdu ddu tu, nhu cdu st dung san phdm, dich vu,
tinh trang tai chinh hién tai va tuang lai ctia Chi Thé Dit Liéu/Khdch
Hang, nghién clu, 1ap ké hoach va phan tich, théng ké diiliéu cho cdac
muc dich cd nhan héa, cd biét hdéa, xay dung, phdt trién hodc cai
thién chat lugng san phdm, dich vu (bao gém dich vu truc tuyén) vé
phdt trién cdc san phdm, dich vu mdi, chién lugc quang cdo hodc cdc
chién lugc khdc cta Vikki Bank;

Have better understand about the investment needs, products and
services needs, current and future financial status of the Data
subject/Customer, research, planning, and analysis, statistical data
for the purposes of personalization, individualization, building,
developing, or improving the quality of products and services
(including online services), and developing new products and
services, advertising strategies, or other strategies of Vikki Bank;

vi. Thuc hién cdc hoat déng khdc cé lién quan dén viéc van hanh va
quan ly clia Vikki Bank d6i véi cdc Chd Thé Dir Liéu/Khdch Hang noi
chung va cdc muc dich khdc ma Vikki Bank ddnh gida la phu hgp trong
tung thai ky.

Perform other activities related to the operation and management of
Vikki Bank in respect of Data Subject/Customer in general and for
other purposes that Vikki Bank considers appropriate in each period.

.Dé& tién hanh nghién clu thi trudng, khéo sdt va phéan tich dir liéu lién
quan dén bat ky san phdm hodc dich vu ndio do Vikki Bank cung cép
c6 thé lien quan dén chi thé dirliéu/khdch hang.

Vi

Conduct market research, surveys, and data analysis concerning any
products or services provided by Vikki Bank that may be relevant to
Data subject/Customer.

b. Thuc thicdc yéu cdu clia Chl Thé Dir Liéu/Khdch Hang va thuc hién cdc
nghia vu trong hdp déng, théa thudn, diéu khodn, diéu kién va cdc van
bén khdc giita Vikki Bank va Cha Thé Dit Liéu/Khdch Hang, bao gém
nhung khéng gidi han:

Enforce the requirements of the Data subject/Customer and fulfill the
obligations in the contract, agreement, terms, conditions, and other
documents between Vikki Bank and the Data subject/Customer,
including but not limited to:

i. D& cung cdp thdng tin, tu van vé ndi dung san phdm, dich vu theo yéu
cdu clia Chl Thé Dir Liéu/Khdch Hang;

To provide information and advices regarding products and services
content at the request of the Data subject/Customer;

ii. Thuc hién cdc nghia vu theo hgp déng, thda thudn véi Chi Thé Dir
Liéu/Khdch Hang va cdc van bén khdc vé viéc cung cdp san phdam,
dich vu cho Chl Thé Dit Liéu/Khéch Hang, bao gbm cd cung cdp
thong tln cho cdc nhd cung cép dich vu cho Vikki Bank (bén tu.vén

~

van tdi chinh...) d€ thuc thi cdc nghia
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TPerform obligations of contracts, agreements with Data
subject/Customer, and other documents regarding the provision of
products and services to Data subject/Customer, including providing
information to service providers for Vikki Bank (legal advisor,
financial advisor, etc.) to fulfill these obligations;

iii. Theo d&i, dén déc, ddnh gid viéc thuc hién nghia vu clia Cht Thé Dir
Liéu/Khdch Hang vai Vikki Bank;

Monitor, urge, and assess the performance of the obligations of Data
subject/Customer to Vikki Bank;

iv. Thuc hién diéu khodn lién quan dén chinh sdch chdm séc; quanly cdc
Igi ich hodc quyén Igi lién quan dén méi quan hé cta Vikki Bank vdi
Cha Thé Ditf Liéu/Khdch Hang hodic phdt sinh tir viec Chi Thé Dir
Liéu/Khdch Hang tham gia vao cdc su kién, chién dich quang
cdo/tiép thi hodc cdc chuong trinh tuong tu;

Perform terms related to care policies; manage the benefits or
interests related to Vikki Bank's relationship with the Data
subject/Customer or arising from the Data subject/Customer’s
participation in events, advertising or marketing campaigns or
similar programs;

v. Gidi quyét, diéu tra khi€u nai, khai kién vSi Chi Thé Dir Liéu/Khdch
Hang;
Resolve, investigate complaints, and file lawsuits with Data
subject/Customer;

vi. Gidm sdt, ddm bdo an todn giao dich, hé trg Chd Thé Dir Liéu/Khdéch
Hang kip thdi trong cdc tinh huéng khén cép;

Monitor and ensure transaction safety; timely support the Data
subject/Customer in emergency situations;

.Lién hé v&i Chii Thé Dit Liéu/Khdch Hang nhém trao ddi thong tin, ndi

dung giao dich, cung cdp théng tin cdp nhat cdc thay déi vé sdn
phdm, dich vu, giao cdc héa don, cdc sao ké, cdc bdo cdo, diéu
khodn va diéu kién giao dich chung hodc cdc tai liéu khdc cé lién
quan;

Vi

Contact the Data subject/Customer to exchange information,
transaction content, provide updates on product and service
changes, deliver invoices, statements, reports, general trading terms
and conditions, or other relevant documents;

viii. Thuc hién cdc giao dich chuyén nhugng, chuyén giao quyén va
nghia vu theo nhitng hgp déng, thda thudn, vén bén khdc gilia Chd
Thé Dit Liéu/Khdch Hang va/hodc bén thi ba vai Vikki Bank.

Perform transfer transactions and transfer of rights and obligations
under other contracts, agreements, and documents between the
Data subject/Customer, and/or a third party with Vikki Bank.

TAI APP VIKKI
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c. Tiép thi, khuyén mai, bao gém nhung khéng gidi han:
Marketing and promotion, including but not limited to:

i. Tiép thitruc tiép, gidnti€p cho Chi Thé Dif Liéu/Khdch Hang cdc sén

phdm, dich vu ma Chi Thé Dif Liéu/Khdch Hang cé thé quan tam
ho&c mang lai uu ddi, Igi ich tai chinh cho Chi Thé Dit Liéu/Khdach
Hang;
Directly and indirectly marketing to Data subject/Customer
products and services that Data subject/Customer may be of
interest to or to provide incentives and financial benefits to Data
subject/Customer;

ii. GUithdong tin dén Chd Thé DirLiéu/Khdch Hang thuc hién cdc chuong
trinh khuyé&n mai, déi quad, trao thudng, giao qud tdng, quyén Igi va
thu thdp y kién cia Chl Thé Dif Liéu/Khdch Hang théng qua cdc cudc
khdo sdt v& cdc hinh thic xuc tién thusng mai theo quy dinh phdp
ludt.

Send information to Data subject/Customer to conduct promotions,
exchanging gifts, awarding prizes, delivering gifts, benefits, and
collect opinions of Data subject/Customer via surveys and other
forms of trade promotion as prescribed by law.

d. Diéu hanh hoat déng ndi bd, hoat déng kinh doanh va quan trj rdi ro ndi
bé cla Vikki Bank, bao gébm nhung khéng gidi han:

Managing internal operations, business activities, and internal risk
management of Vikki Bank, including but not limited to:

i. D& dadm bdo muc dich kinh doanh hgp phdp ciia Vikki Bank trong
nhitng trudng hop ma Vikki Bank cho I& cén thiét, bao gém cé viéc
trao déi thong tin véi cdc déi tdc, nha cung cép dich vu cho Vikki
Bank.

Ensure the legitimate business purposes of Vikki Bank in the cases
that Vikki Bank deems necessary, including the exchange of
information with partners and service providers for Vikki Bank.

ii. D&nhap liéu, kiém tra tinh day dd, chinh xdc, hap phdp cta ditliéu cé
nhan dugc Vikki Bank thu thap;
Enter data, check the completeness, accuracy, and legality of
personal data collected by Vikki Bank;

iii. D& thuc hién tudn tha véi cdc théa thudn, hgp déng gitra Vikki Bank
va cdc bén thir ba khdc;
Comply with agreements, contracts between Vikki Bank and other
third parties;

iv. D€ thuc hién cdc nghia vu vé bdo cdo, tdi chinh, ké todn va thué;

To fulfill reporting, financial, accounting, and tax obligations;
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v. D& thuc hién cdc hoat déng cé muc dich kiém todn, quadn tri rdiro va
tudn tha, luu trir,

Perform activities for the purposes of auditing, risk management,
compliance, and storing;

vi. D& phuc vu cdc yéu cdu trong hoat ddng ndi bé clia Vikki Bank hodic
cdc don vi nghiép vu, céng ty con cla Vikki Bank (bao goém viéc tao
lap, duy tri, quan ly co s& ha téng cla Vikki Bank, hé théng quan ly
thong tin va giao dich, hé théng chdm diém tin dung néi bd, quén ly
ng va cdnh bdo ng, quy hoach va phdt trién hé théng/mang ludi, kiém
todn va diéu hanh,...);

Serve the requirements in the internal operations of Vikki Bank or its
operational units, subsidiaries (including the establishment,
maintenance, and management of Vikki Bank’s infrastructure,
transaction and information management systems, internal credit
scoring systems, debt management and debt warning systems and
network planning and development, audit and administration, etc.);

vii. D& cung cdp théng tin cho cdc ca quan, t6 chiic cung cdp dich vu
ddnh gid tin nhiém, théng tin tin dung, chdm diém tin dung, kiém todn
hoat dong hgp phdp tai Viét Nam.

Provide information to agencies and organizations providing credit
assessment services, credit information, credit scoring, and auditing
legal operations in Vietnam.

e. Phat trién, quan tri ngudn nhan luc, bao gém nhung khéng gidi han:

Human resource development and management, including but not
limited to:

i. Xdc minh diéu kién ing vién; danh gid ho sg, tailiéu, chimg tir véi muc
dich thdm dinh, ddnh gid tu cdch Ung vién, ddng ky hé sc tng vién va
phuc vu qud trinh tuyén dung;

Verify candidate eligibility; assess dossiers, documents, and
vouchers for the purpose of valueing and assessing candidates’
qualifications, registering candidate profiles, and serving the
recruitment process;

ii. Ky kétvda quanly hop déng, thda thudn viéc ladm véi Ung vién, ngudi
lao dong;

Sign and manage employment contracts and agreements with
candidates and employees;

iii. Ddo tao, kiém tra, ddnh gid chdt lugng cong viéc va viéc tuan thi
cdc nghia vu tai hgp déng, thda thuén, cam két gilra ngudi lao déng
va Vikki Bank.

Train, inspect, and assess work quality and compliance with
obligations in contracts, agreements, and commitments between
employees and Vikki Bank.
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f. Tudn thd quy dinh phdp ludt, diéu udc qudc té ma Viét Nam I& thanh
vién, bao gém nhung khéng gidi han:

Comply with legal regulations and international treaties to which
Vietnam is a signatory, including but not limited to:

i. D€ tudn thd nghia vu cung cdp cho cdc ca quan nhd nudc cé thdm
quyén theo quy dinh phdp ludt;

Comply with the obligation to provide to the competent state
agencies in accordance with the law;

ii. D& thuc hién cdc nghia vu theo quy dinh phdp ludt, cdc quy dinh/quy
tdc/diéu udc quoc té ma Vikki Bank phdi tuan tha (bao gdm nhung
khéng gidi han viéc tiét 16 thong tin, bdo cdo cho cdc cd quan qudn
ly, S& thué vu Hoa Ky, thuc hién kiém tra, gidm sdt, thanh tra, kiém
todn, co quan tai phdn,...);

Fulfill obligations under the law, regulations, rules, and international
treaties that Vikki Bank must comply with (including but not limited
to information disclosure, reporting to regulatory agencies, US
Internal Revenue Service, and the conduct of inspections,
supervision, examinations, aqaudits, and proceedings before
competent authorities and judicial bodies, etc).

iii. D& tao dir liéu, bdo cdo v thong ké trén co s yéu cdu clia Ngan
hang Nhda nudc Viét Nam hodc ¢ quan cé thdm quyén theo quy dinh
phdp ludt;

Generate data, reports, and statistics on the basis of requests of the
State Bank of Vietnam or competent authorities in accordance with
the law;

iv. Tuén tha tat cd cdc quy dinh phdp luat (bao gém nhung khéng gidi
han van ban quy pham phdp ludt, ludt, nghi dinh, chi thi, céng van,...)
va/hodic yéu cdu tir bat ky ¢ quan cé thdm quyén.

Comply with all legal regulations (including but not limited to legal
regulations, laws, decrees, directives, official letters, etc.) and/or
requests from any competent authority for permission.

g. Phong, chéng va ngdn nglra tdi pham, bao gém nhung khéng gidi han:

Crime combat and prevention, including but not limited to:

i. D& ddnh gid rdi ro, phan tich xu hudng, théng ké, 1én ké hoach, bao
g6m phan tich xtr ly dif liéu vé théng ké, giao dich, tin dung v phong
chéng rifa tién, tai trg khing b, tai trg phé bién vii khi hily diét hang
loat;

Perform risk assessment, trend analysis, statistics, and planning,
including data processing analysis on statistics, transactions, credit,

anti-money laundering, terrorist financing, and Financing of
proliferation of weapons of mass destruction;
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op

ii. D& phdthién, ngén chdn va diéu tra téi pham, tdn cédng hodic vi pham
phdp ludt (bao gom cé gian Ién, rira tién, khing b6, tai trg vi khi hay
diét hang loat, héi 16, tham nhiing hod&c trén thué).

Detect, prevent, and investigate crime, attack, or violation of the law
(including fraud, money laundering, terrorism, financing of
proliferation of weapons of mass destruction, bribery, corruption, or
tax evasion)

h. Bdo ddm quyén va Igi ich hgp phdp cla Vikki Bank va cdng déng xé hdi,
bao gém nhung khéng gidi han:

Ensuring the legitimate rights and interests of Vikki Bank and the social
community, including but not limited to:

i. D& bdo vé hodc thuc thi cdc quyén va Igi ich hgp phdp cla Vikki
Bank, bao gém quyén thu cdc khodn phi, thu héi va xt ly cdc khodn
ng ma Chii Thé Dit Liéu/Khdach Hang vé cdc chi thé khdc cé lién quan
dang ng Vikki Bank v& cdc quyén khdc;

Protect or enforce the legitimate rights and interests of Vikki Bank,
including the right to collect fees, collect and handle debts that the
Data subject/Customer, and other related entities owe to Vikki Bank,
and other rights;

ii. D& thuc hién trdch nhiém vdi cdng déng, xd hoi.
Fulfill responsibilities to the community and society.

i. Tao diéukién thudn Igi cho viéc sdp nhép, mua lai va thodi vén cla Vikki
Bank, bao gém nhung khéng gidi han:

Facilitate mergers, acquisitions, and divestments of Vikki Bank,
including but not limited to:

i. D& thuc hién cdc giao dich nhu chuyén giao, dinh doat, sdp nhap
ho&c mua bdn, trao d6i d6i véi hoat ddng, tdi san cta Vikki Bank.

Perform transactions such as transferring, disposing, merging,
purchasing and selling, and exchanging regarding Vikki Bank’s
operations and assets.

ii. D& tranh hiéu nhdm, khi chdp thudn Diéu Khodn V& Diéu Kién Chung
ndy, Cht Thé Dir Liéu/Khdch Hang déng vy rdng Vikki Bank dugc x{ ly
dir liéu cd nhén (bao gém cdc dii liéu cd nhan dugc cdp nhét trong
tuong lai) cho tat cd cdc muc dich néu trén. Vikki Bank sé& thu nhén
su cho phép clia Cht Thé Dir Liéu/Khdch Hang trudce khi st dung cho
muc dich khdc ngodi cdc muc dich dé néu tai Diéu Khodn Va Diéu
Kién Chung ndly va cdc hgp déng, thda thudn, diéu khodn, diéu kién,
van ban khdc dé& xdc [ap véi Cha Thé Dir Liéu/Khdch Hang.
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For the avoidance of doubt, by accepting these General Terms and
Conditions, the Data Subject/Customer agrees that Vikki Bank is
entitled to process personal data (including personal data to be
updated in the future) for all of the above purposes. Vikki Bank shall
obtain the consent of Data subject/Customer prior to using for
purposes other than those stated in these General Terms and
Conditions and other contracts, agreements, terms and conditions,
and other documents established with the Data subject/Customer.

2. Bén x{ly dirliéu ca nhéan, bén thitba dudc phép va té chirc, ca nhan khdc

TAI APP VIKKI

lién quan:

Personal data processor, authorized third party, and other related
organizations and individuals:

Nhdm thuc hién cdc muc dich va hoat dong xi ly dif liéu cd nhan tai khodn
1Diéu 4 Diéu Khodn Va Piéu Kién Chung nay, Vikki Bank cé thé cung cdp,
chuyén giao dif liéu c& nhan cho cdc Bén X Ly Dir Liéu C& Nhan, Bén Thu
Ba Bugc Phép va té chire, cd nhan khdéc lién quan sau day:

In order to implement the purposes and activities of processing personal
data as described in Clause 1 Article 4 of these General Terms and
Conditions, Vikki Bank may provide and transfer personal data to personal
data processors, authorized third parties, and other related organizations
and individuals as follows:

da. Cdc nhan vién, don vi thanh vién cua Vikki Bank:

Employees and member units of Vikki Bank:

Bat ky nhan vién, chi nhdnh, phong giao dich, don vi truc thudc, don vi

thanh vién nao thudc Vikki Bank; cdc cong ty con, cong ty lién doanh,

cong ty lién két dugc Vikki Bank xéc dinh tliing thai ky.

Any employee, branch, transaction office, affiliated unit, or member unit

of Vikki Bank; subsidiaries, joint ventures, and associate companies as

determined by Vikki Bank in each period.
b. Bén thirba hd trg xdc minh théng tin Chl Thé Dir Liéu:

Third party supporting data subject information verification:

i. Cdc don vi cé chiic ndng cung cdp dich vu théng tin tin dung, ddnh
gid tin nhiém; cdc don vi chdm diém tin dung; cdc t6 chiic x&p hang
tin dung; va cdc nhd cung cdp dich vu théng tin;

Units with the function of providing credit information and credit
assessment services; credit scoring units; credit rating agencies; and
information service providers;

ii. Trung tdm Théng tin tin dung Quéc gia Viét Nam (CIC) hodc bat ky
¢S quan hodc t8 chitc ndo dudc thanh Iap bdi Ngan hang Nha nudc
Viét Nam hodc bdt ky ¢ quan ndo khdc cé thadm quyén;

Vietnam National Credit Information Center (CIC) or any agency or.
organization established by the State Bank of Vietnam. orany'other
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competent authority;

iii. Cdc t6 chuc tai chinh hodc t6 chic kinh doanh nganh nghé phi tai
chinh cé thiét 1&dp quan hé v3&i Chi thé dir liéu/Khdch Hang va nhan
biét Chu thé dir liéu/Khdch Hang cho Vikki Bank theo quy dinh phdp
lut vé phong chéng rlia tién;

Financial institutions or non-financial business organizations that
establish a relationship with the Data subject/Customer and identify
the Data subject/Customer for Vikki Bank in accordance with the law
on anti-money laundering;

iv. T6 chlic 8 nudc ngodi (trong trudng hgp thuc hién nhén biét Chi thé
dir liéu/Khdach Hang theo cdc khuyén nghi cla Luc lugng ddc nhiém
tai chinh).

Overseas organization (in the case of implementing Data

subject/Customer identification in accordance with the
recommendations of the Financial Task Force).

c. Ca quan cé tham quyén:

Competent Authority:

i. Cdc cd quan cé thdm quyén yéu cdu cung cdp thdng tin theo quy
dinh phdp ludt;
Competent agencies information in accordance with the law;

ii. Batky tda dn, trong tai, hda gidi vién, co quan t6 tung, thi hanh dn
va/hodc bat ky co quan cé tham quyén ndio dugc yéu céu Vikki Bank
thuc thitrdch nhiém;

Any court, arbitrator, mediator, Procedural authority, enforcement
agency, and/or any other competent authority that may require Vikki
Bank to enforce its responsibilities;

iii. Cong an hodic ¢ quan cé thdm quyén tién hanh diéu tra lién quan
dén bat ky hanh vi vi pham ndo bao gém cdc hanh vi bi nghi van;

The police or other competent authorities conduct aninvestigation in
relation to any violations, including suspected acts;

iv. Co quan déng ky, cung cdp théng tin vé bién phdp bdo dam;

The agency that registers and provides information on security
interests;

v. Bat ky cd nhan, co quan cé thdm quyén hodc cd quan qudn ly hodic
bén thi ba ndo ma Vikki Bank dugc phép hodic bdt budc phai tiét 16
theo quy dinh cla bat ky quéc gia ndio hodc theo bat ky hap déng
hodc cam két ndo khéc giita bén thi ba va Vikki Bank.

) Vikki Care

Q@ 1900 6608
@ In Appchat @ vikkibank.vn

B4 19006608@vikkibank.vn



TAI APP VIKKI

Any individual, authority, regulatory body, or third party to whom
Vikki Bank is authorized or required to disclose pursuant to the
regulations of any country or under any contract or undertaking
between the third party and Vikki Bank

d. Nha cung cép dich vu cho Vikki Bank va bén hgp tdc cung cép dich vu
v@i Vikki Bank:

Service providers for Vikki Bank and parties cooperating with Vikki Bank
in the provision of services:

i. Bat ky nhda thau, daily, bén bdn, bén cung cép dich vu, nha tu van,
hodc cdc bén hgp tdc vai Vikki Bank (bao gém cé nhan vién, lénh
dao), bao gébm nhung khéng gidi han:

Any contractors, agents, sellers, service providers, consultants, or
partners with Vikki Bank (including employees and leaders),
including but not limited to:

} Vikki Care
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Cdc coéng ty cung cdp cdc dich vu hé trg cho cdc hoat doéng kinh
doanh cla Vikki Bank nhu: cdc t6 chitc cung cép dich vu vé hanh
chinh, thu tlr, tiép thi qua dién thoai, bdn hang truc tiép, trung tadm
goi dién, quy trinh kinh doanh, du lich, thi thuc, qudn tri tri thic,
qudn tri nhdn su, xrly dirliéu, cong nghé thong tin, mdy tinh, trang
mang thanh todn, thu héi ng, tham chiéu tin dung va cdc té chirc
cung cdp dich vu kiém tra ly lich khdc, nghién clu thi trudng, mé
hinh héa dif liéu, d6i thudng, luu trir vé qudn ly hd so, nhap liéu,
phudng tién truyén théng xé hoi, vién théng, gt tin nhdn hodc gui
thu dién tl, két ndi mang, dién thoai, ca s& ha téing va hd tré céng
nghé&, quan ly luc lugng lao déng, an todn théng tin, duy tri phan
mém va gidy phép, trung tédm dif liéu, hdi thoai va hdi thdo, ddo
tao, cdc dich vu tu vén, va cdc hoat dong khdc nhém hd trg cho
viéc van hanh hoat déng kinh doanh cta Vikki Bank;

Companies providing support services for Vikki Bank’s business
activities such as: organizations providing administrative
services, correspondence, telemarketing, direct sales, service call
centers, business processes, travel, visas, knowledge
management, human resource management, data processing,
information technology, computers, payment websites, debt
collection, credit reference and other organizations that provide
background checks, market research, data modeling,
redemption, record storage and management, data entry, social
media, telecommunications, sending messaging or emailing,
networking, telephony, infrastructure and technology support,
workforce management, information security, software and
license maintenance, data centers, conversations and seminars,
training, consulting services, and other activities to support the
business operation of Vikki Bank;

Cdc cong ty thdm dinh gid, céng ty bdo hiém, céng ty méi gidi
bdo hiém, dai ly bdo hiém; i
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Valuation companies/firms, insurance companies, insurance
brokers, and insurance agencies;

- Cdc t6 chiic tham gia x{ ly giao dich cho Chl Thé Dir Liéu/Khéch
Hang (bdt ké dé la t6 chirc dudce thanh 1ap va hoat dong tai Viét
Nam hay khéng);

Organizations involved in processing transactions for Data
subject/Customer (regardless of whether or not a Organization
was founded and is currently functioning in Vietnam);

- T6 chirc tai chinh, t8 chiic kinh doanh nganh nghé phi tai chinh, t6
chiic trung gian, trung gian thanh todn, t6 chic thé, t6 chirc
chuyén mach, bat ky té chirc tin dung, chi nhdnh va dai ly ngdan
hang trong nudc va quéc té&, thuosng nhan, cdc hdi/hiép hoi, cdc
hiép hdi/té chirc thé trong nudc va quéc té, t6 chiic khdac lién quan
dén bat ky san phdm, dich vu ndio do Vikki Bank cung cdp cho Chd
Thé Dir Liéu/Khdch Hang;

Financial institutions, non-financial business organizations,
intermediaries, payment intermediaries, card organizations,
switching organizations, any credit institutions, branches, and
domestic and international banking agents, traders, associations,
domestic and international card associations and organizations,
and other organizations related to any products or services
provided by Vikki Bank to Data subject/Customer;

- Cdc déi téc kinh doanh, déi tdc lién quan cé hgp tdc véi Vikki
Bank dé phdt trién, cung cdp hodc lién quan tdi viéc phdt trién,
cung cdp cdc sén phdm, dich vu d&n Chi Thé DirLiéu/Khdach Hang
va/hodc phuc vu cho viéc van hanh hogt dong kinh doanh cla
Vikki Bank.

Business partners and related partners that cooperate with Vikki
Bank to develop, provide, or relate to the development, provision
of products and services to Data subject/Customer and/or for the
operation of Vikki Bank’s business activities.

ii. Cdcnhdathau, daily, bénbdn, bén cung cap dich vu, nhdtuvén, hodic
cdc bén hgp tdc véi cdce t6 chiic quy dinh tai tiét i diém d khodn 2
biéu 4.

Contractors, agents, sellers, service providers, consultants, or

partners with the organizations specified in sub-item i, point d,
Clause 2, Article 4.

e. Bén th(rba dai dién cho Chl Thé Dir Liéu:
Third party on behalf of the data subject:

i. Bat ky ngusi ndo dudc Gy quyén, cho phép bai Chi Thé Dir Liéu vé
viéc dua ra cdc théng tin phuc vu giao dich thay cho Chi Thé DirLiéu;

Any person authorized by the data subject to provide transaction
[nformation on behalf of the data subject; i
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ii. Cdc t6 chiic, cd nhan khdc duge nhén dir liéu theo chdp thudn/dy
quyén cta Chu Thé Di Liéu hodc theo quy dinh phdp ludt co lién
quan.

Other organizations and individuals receive data under the consent

or authorization of the data subject or in accordance with relevant
regulations.

f. Bénthubakhdc:
Other third parties:
i. Cdc bén lién quan khdc ma Vikki Bank thdy la cdn thiét dé ddp Ung,
béo vé quyén va Igi ich hdp phdp clia Chi Thé Dit Liéu/Khdch Hang;

Other relevant parties that Vikki Bank considers necessary to meet
and protect lawful rights and interests of Data subject/Customer;

ii. Cdc cé van cla Chi Thé Dir Liéu/Khdach Hang hodc Vikki Bank bao
gbm cd ké todn vién, kiém todn vién, luat su, tu van tai chinh, céng
ching vién, co quan xép hang;

The advisors of the Data subject/Customer, or Vikki Bank, including
accountants, auditors, lawyers, financial advisors, notaries, and
rating agencies;

iii. Cdc béntrong giao dich mua hodc bdn ng, taisdn cta Vikki Bank, tai
sdn cla bén bdo dédm;

The parties in the transaction of purchasing or selling debts, assets
of Vikki Bank, assets of the secured party;

iv. Batky cdnhénndo céy dinh thanh todn bat ky khodn tién chua thanh
todn ndo trong bdat ky (cdc) tai khodn ndo cla Chd Thé Dir
Liéu/Khdach Hang tai Vikki Bank;

Any individual who intends to pay any unpaid amount in any data
Data subject/Customer’s account(s) at Vikki Bank;

v. Cha me, vo chéng, con, ngudi thita k& cla Cha Thé Dir Liéu trong
trudng hgp Chi Thé Dir Liéu d& chét, bi tuyén bé mat tich;

Parents, spouses, children, and heirs of the data subject in the event
that the data subject is dead or declared missing;

vi. Cdc Bén XLy Dir Liéu Ca Nhén d& dugc Chi Thé Dir Liéu chéap thuén
khi st dung cdc sén phdm, dich vu;

The personal data processor has been approved by the data subject
when using products and services;

vii.Cdc Bén XLy DirLiéu Ca Nhdan hodc Bén Thi Ba Bugc Phép khdc.

Other Personal Data Processors or Authorized Third Parties.
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Viéc cung cdp difliéu cd nhan cho cdc bén dédm bdo nguyén tdc: Bén
tiép nhan dirliéu cd nhan chi x{ ly dir liéu cd nhén cén thiét cho muc
dich thuc hién cdc chic ndng, céng viéc ma Vikki Bank chi dinh, thué
phu hgp v3i Piéu Khodn Va Diéu Kién Chung ndy, cdc hdp dong, théa
thudn, vdn ban khdc d& xdc 1ap véi Chi Thé Dir Liéu/Khdch Hang,
theo quy dinh phdp ludt va/hodc cdc quy dinh/quy tdc/diéu udc
quéc té ma Vikki Bank phdi tudn tha.

The provision of personal data to the parties ensures the principle
that the recipient of personal data only processes personal data for
the necessary purpose of performing the functions, jobs that Vikki
Bank appoints, hires in accordance with these General Terms and
Conditions, other contracts, agreements, and documents
established with the Data subject/Customer, in accordance with the
laws and/or regulations/rules/international treaties to which Vikki
Bank must comply.

3. Cach thic xtrly dir liéu ca nhéan
Methods of personal data process

a. Tuy thuéc vao muc dich xtrly dit liéu cd nhan, Vikki Bank hodc Bén Xt Ly
Dir Liéu ctia Vikki Bank ho&c Bén Thif Ba Budc Phép cé thé dp dung cdéc
céch thirc xtr ly phli hgp bao gém nhung khéng gidi han & cdc phuong
thic xt ly dirliéu cd nhdan tu ddng, thi cong hodc cdc phuong thic khdc
phu hgp véi quy dinh phdp ludt va cla Vikki Bank ting thgi ky.

Depending on the purpose of processing personal data, Vikki Bank /Vikki
Bank's Data Processor, or an authorized third party may apply
appropriate processing methods, including but not Ilimited to:
processing personal data automatically, manually, or by other methods
in accordance with the law and Vikki Bank’s internal regulations in each
period.

b. Xy difliéu c& nhén khéng can su déng y ctia chi thé dif liéu:
Processing of personal data without the consent of the data subject:

Phu hop v&i quy dinh phdp ludt, Ch Thé Dir Liéu hiéu ré rdng Vikki Bank
dugc phép xU ly dirliéu cd nhan mé khéng cén sy ddng y clia Chl Thé Dit
Liéu, dong thai Vikki Bank van sé tiép tuc x{ ly dir liéu cd nhan ké cé khi
Chua Thé Dir Liéu yéu cdu rit lgi su ddng y, phdn déi x ly, han ché xi ly
trong cdc trudng hop sau day:

In accordance with the law, the data subject understands that Vikki
Bank is allowed to process personal data without the consent of the
data subject, concurrently, Vikki Bank will continue to process personal
data even if the data subject requests to withdraw consent, object to
processing, or limit processing in the following cases:
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i. Trong trudng hgp khdn cdp, cdn x ly ngay dif liéu cd nhan cé lién

quan dé bdo vé tinh mang, stic khde, danh du, nhan phdm, quyén, Igi
ich hgp phdp clia Chi Thé Dif Liéu hodic ngudi khdc trong trudng hop
cép bdch; bdo vé quyén hodc Igi ich chinh ddng clia minh, clia ngudi
khdc hodc Igi ich clia Nha nudc, clia co quan té chiic mdt cdch can
thiét trudc hanh vi xdm pham Igi ich ndi trén. Bén Kiém Sodt Dif Liéu
CAaNhan, Bén XtrLy DirLiéu Ca Nhan, BénKiém Sodt Va XirLy DirLiéu
Cd Nhan, Bén Tha Ba c6 tradch nhiém ching minh trudng hop nay;
In urgent cases where itis necessary toimmediately process relevant
personal data in order to protect the life, health, honor, dignity, and
legitimate rights and interests of the Data Subject or other persons;
or to protect one’s own or others’ legitimate rights or interests, or the
interests of the State or agencies/organizations, in a necessary
manner against acts infringing upon such rights or interests. The
Personal Data Controller, Personal Data Processor, Personal Data
Controller and Processor, and Third Parties shall be responsible for
proving the existence and necessity of such circumstances.

ii. Viécxly dirliéu cdnhén clia co quan nhd nudc cé thadm quyén trong
trudng hgp tinh trang khdn cdp; nguy co de doa an ninh quédc gia
nhung chua dén muc ban bé tinh trang khdn cép; phong, chdng bao
loan, khiing bé, phong, chéng tdi pham va vi pham phdp ludt theo
quy dinh cta ludt;

The processing of personal data by competent state agencies in the
event of a state of emergency on threats to national security that
have yet to escalate to the level of a declared emergency; to prevent
and combat riots, terrorism, crimes, and law violations;

iii. Phuc vu hoat dong cla co quan nha nudc, hoat déng qudn ly nha
nudc theo quy dinh phdp luat.

To serve the operations of state agencies and the state management
according to the law;

iv. Thuc hién thda thudn cla chi thé dif liéu cd nhén véi co quan, té
chtc, cd nhdn cé lién quan theo quy dinh cta phdp ludt;

To carry out the agreement between the personal data subject
matter and a relevant agency, organization, or individual according
to the law;

v. Trudng hdp khdc theo quy dinh clia phdp ludt.
Other cases according to the law.
4. Hau qud, thiét hai khdng mong muén cé thé xay ra:
Consequences, unexpected damage may occur:
a. Khi Vikki Bank xtr ly ditliéu cd nhan.
When Vikki Bank processes personal data.

Viéc XLy Dir Liéu Ca Nhéan ludn tiém &n rdiro ro ri dir liéu hodicxé
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liéu khéng phli hgp. Vikki Bank nhén thic tam quan trong vé trach nhiém
cla viéc bdo vé dirliéu cd nhén, cam két dp dung cdc bién phdp béo vé
phu hgp theo quy dinh phdp luat hién hanh va thudng xuyén xem xét,
cap nhdat cdc bién phdp k¥ thudat téi uu nhét dé ddm bdo an todn trong
viéc xly difliéu cd nhén, né luc t6i da phong nglia riiro va han ché cdac
hdu qud, thiét hai khéng mong muén cé thé xdy ra, bdo vé quyén va Igi
ich hgp phdp clia Chi Thé Dir Liéu va cla Vikki Bank.

The processing of personal data always carries a risk of data leakage or
inappropriate data processing. Vikki Bank is aware of the importance
and responsibility of personal data protection, commits to applying
appropriate protection measures in accordance with current laws, and
regularly reviews and updates optimal technical measures to ensure the
safety of procession personal data is to make the maximum efforts to
prevent risks, limit the consequences and possible damage, and protect
the legitimate rights and interests of the data subject and Vikki Bank.

b. Khi Vikki Bank xt ly yéu cdu vé quyén clia Chi Thé Dif Liéu.
When Vikki Bank processes the data subject’s rights request.

i. Viéc Chl Thé Dit Liéu rat lai sy déng y ctia minh, yéu céu xéa dif liéu,

han ché x{ ly, phan déi x{ ly dir liéu cd nhan va/hodc thuc hién cdc
quyén ¢ lién quan khdc déi véi bat ky hodic tat ca cdc dir liéu cd
nhdan cé thé lam &nh hudng dén khé néing cung cdp/duy tri cdc sdn
phdm, dich vu d6i vSi Chd Thé Dir Liéu/Khdch Hang. Tuy thudc vao
tinh chat yéu cdu clia Chi Thé Dir Liéu, Vikki Bank cé thé sé xem xét
va quyét dinh vé viéc tir chéi, hodc khdng tiép tuc cung cdp cdc sén
phdm, dich vu cho Cha Thé Dir Liéu/Khdch Hang. Theo dé, Cha Thé
Dir Liéu/Khdch Hang sé chiu trdch nhiém cho bat ky tén that ndo
phdt sinh va cdc quyén hgp phdp cla Vikki Bank sé dugc béo luu mét
cdch ré rang déi véi viéc gidi han, han ché, tam ngling, hly bd, ngdn
cén déi v8i yéu cau lién quan dén dii liéu cd nhan dé.
The Data Subject’s withdrawal of his or her consent, request for data
deletion, restriction of processing, objection to the processing of
personal data, and/or the exercise of other relevant rights with
respect to any or all personal data may affect the ability to provide
or maintain products and services to the Data subject/Customer.
Depending on the nature of the request of the Data Subject, Vikki
Bank may consider and decide whether to refuse or not continue to
provide products and services to the Data subject/Customer.
Accordingly, the Data subject/Customerwill be responsible for any
loss incurred, and Vikki Bank’s legal rights will be expressly reserved
with respect to limitation, restriction, suspension, cancellation, or
prevention of requests related to that personal data.

ii. Cdcyéucauxdadiliéu, ratlaisudéngy, yéu céuhan ché xly hodc
phan d&i x ly dif liéu sé khédng anh hudng dén tinh hgp phdp ctia cdc
hoat dong xUr ly dir liéu trudc do cta Vikki Bank.
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Requests to delete data, withdraw consent, limit processing, or
object to data processing shall not affect the legitimacy of Vikki
Bank’s previous data processing activities.

iii. DOi vaiyéu cau xem, chinh stra dir liéu cd nhan, Chl Thé Dir Liéu hiéu
va dong y rdng trong mdt sé trudng hgp vi ly do k¥ thudt, khd néng
ddp Ung cta hé théng, cd sé ha tang cla Vikki Bank, yéu cau xdc
minh dif liéu cd nhdn trudc khi chinh stta theo quy dinh phdp ludt,
hodic vi ly do khdc cé thé lam &nh hudng va han ché lai pham vi cdc
loqi dif liéu cd nhan, cdch thiic ma Chd Thé D Liéu cé thé truy cap
xem va chinh stra.

For the request to view and edit personal data, the Data Subject
understands and agrees that in some cases, for technical reasons,
the system’s adaptability to respond and Vikki Bank’s infrastructure
may require verification of personal data prior to correcting it in
accordance with the law, or for other reasons that may affect and
limit the scope of personal data types and the methods in which Data
Subjects can access and edit.

5. Thgi gian xt ly dit liéu ca nhan

Personal data processing time

a. Thdidiém bt dau: Vikki Bank sé b&t ddu XLy DirLiéu Ca Nhan khinhdan
dugc dir liéu cd nhan véi su déng y clia Chi Thé Dir Liéu/cam két cla
Bén Cung Cép vé su ddng y clia Cht Thé Dir Liéu lién quan dén x{r ly di
lidu cd nhan theo Piéu Khodn V& Diéu Kién Chung ndy.
Start time: Vikki Bank will start processing personal data upon receipt
of personal data with the consent of the data subject or the provider’s

commitment to the data subject’s consent regarding personal data
processing under these General Terms and Conditions.

b. Thai diém két thuc: Vikki Bank sé& ngling x{f ly dif liéu cd nhan khi (tuy
theo th&i diém ndo dén sau cung):

End time: Vikki Bank will cease processing personal data when:

(whichever comes last):

i. Theo yéu cdu cla Chl Thé DirLiéu béng vén bdn;

At the request of the Data Subject in writing;

ii. Cdc thda thuan phdp ly gitta Chi Thé Dir Liéu/Khdch Hang va Vikki
Bank chdm dut hiéu luc hodc cdc Bén dé hoan thanh moinghia vu lién
quan dén thda thudn;

The legal agreement between the Data subject/Customer and Vikki
Bank is terminated or the parties have fulfilled all obligations related
to the agreement;

iii. K&t thuc tranh chdp, khi€u nai béng théa thudn/bdn dn/quyét dinh
clia ¢ quan nha nudc cé thdm quyén cé hiéu luc phdp ludt;
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End of disputes and complaints by agreement, judgment, or decision
of a competent state agency with legal effect;

iv. Khi hoain thanh muc dich x{r ly d& dugc Chi Thé Dir Liéu déng y;

Upon completion of the processing purpose agreed to by the data
subject;

v. Khihodn thanh nghia vu luu trir theo quy dinh phdp ludt;
When fulfilling the storage obligation as prescribed by law;
vi. Theo quy dinh phdp luat.

According to the law.

PIEU 5. CHUYEN DU LIEU CA NHAN XUYEN BIEN GIGI/CROSS-BORDER

PERSONAL DATA TRANSFER

Bén kiém sodt difliéu cd nhan, bén kiém sodt va xt ly dirliéu cd nhan, bén xi ly
dirliéu canhanvabénthibathuc hiénhoat ddng chuyén dirliéu cd nhdn xuyén
bién gidi trong cdc trudng hop sau day:

The personal data controlling party, personal data processing and controlling
party, personal data processing party, and third parties shall carry out cross-
border transfer of personal data in the following cases:

1.

TAI APP VIKKI

Hoat déng luu trif dif liéu c& nhan cé su chuyén giao dif liéu cd nhén thu
thap, luu trir tai Viét Nam dén hé théng mdy chi dé&t ngodi ldnh thd nudc
Cong hoa xa hoi chd nghia Viét Nam hodic trén dich vu dién todn ddm may
clia nhd cung cép dich vu & nudc ngodi;

Personal data storage activities involving the transfer of personal data
collected and stored in Vietnam to server systems located outside the
territory of the Socialist Republic of Vietnam or to cloud computing services
of foreign service providers;

Hoat déng chuyén dirliéu cd nhén tir cs quan, t6 chirc, cd nhan tir Viét Nam
cho bén nhdn la t6 chic, cd nhdn & nudc ngodi;

The transfer of personal data from agencies, organizations, or individuals
in Vietnam to recipient organizations or individuals located overseas.

Hoat déng x{ ly dif liéu cd nhan dugc thu thap tai Viét Nam va chuyén dén
nén tang & ngodi ldnh thé nudc Cong hoa x& hdi chl nghia Viét Nam dé tiép
tuc xtly.

Personal data processing activities in which personal data collected in
Vietnam is transferred to platforms outside the territory of the Socialist
Republic of Vietnam for further processing.

Nh&m thuc hién cdc muc dich xU ly dif liéu cd nhan, Vikki Bank cé thé phai
cung cdp/chuyén dir liéu c& nhan cho cdc bén thi ba lién quan cla Vikki
Bank va cdc bén thir ba nay cé thé cé tru sé tai Viet Nam hodic ngodi lénh
thé Viét Nam. Khi thuc hién Chuyé°n Di{t Liéu Ca Nhan Ra Nudc Ngodi Vikki
Bank sé& yéu cau bén thirba tiép nhéin ddm bdo an toan, bdo méat déi véi dir

cd nhdn dUOC cung cop/chuyen gloo Vikki Ban cam két tha day
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For the purposes of processing personal data, Vikki Bank may be required
to provide/transfer personal data to relevant third parties of Vikki Bank,
and these third parties may be based in Vietnam or outside the territory of
Vietham. When abroadly performing the transfer of personal data, Vikki
Bank will require the receiving third party to ensure the safety and security
of the provided or transferred personal data. Vikki Bank undertake to fully
comply with Vietnamese laws to protect the safety of personal data.

PIEU 6. TIEP THI, QUANG CAO/MARKETING, ADVERTISING

1. ChG Thé DirLiéu/Khdach Hang hiéu rdng khi chdp thuén Diéu Khodn Va Diéu
Kién Chung nay, ngoai Vikki Bank, cdc don vi thanh vién cua Vikki Bank, nha
déu tu chién lugc/c6 ddéng chién ludge cla Vikki Bank, cdc déi tdc ti€p thi,
nhd cung cdp dich vu cla Vikki Bank va/hodc bén thi ba cé hgp tdc véi
Vikki Bank cé thé lién hé v8i Chl Thé Dif Liéu/Khdch Hang qua cdc phuang
tién email, tin nhdn hodc cdc phuong tién khdc dé cung cdp cdc thdng tin
sé&n phdm, dich vu ma Cha Thé Dif Liéu/Khdch Hang cé thé quan tam hodc
mang lai uu dai, Igi ich tai chinh cho Cha Thé Dif Liéu/Khdch Hang.

The Data Subject/Customer understands that upon accepting these
General Terms and Conditions, apart from Vikki Bank, Vikki Bank’s member
units, strategic investors or strategic shareholders of Vikki Bank, partners,
marketing parties, service providers of Vikki Bank, and/or a third parties
cooperating with Vikki Bank may contact the Data Subject/Customer via
email, text messages, or other means to provide information about
products and services that may be of interest to the Data
Subject/Customer or bring financial incentives and benefits to the Data
Subject/Customer.

2. Chi Thé DirLiéu/Khdch Hang cé thé nhéin théng bdo/thdy quang cdo hodic
ndi dung khdc tai bat ky trang tin dién tl, email cd nhan hodc bat ky thiét
bi ndio cé thé lién két dén cdc trang tin dién ti hodc dich vu clia déi tdc,
bén thdbakhdc cdé hgp tac véi Vikki Bank. Vikki Bank khéng co6 trach nhiém
kiém sodt ndi dung va cdc lién két dé va ciing khdng chiu trdch nhiém vé
cdc hoat déng dugc sl dung bai cdc trang tin dién tir hodc dich vu cla déi
tdc, bén thirba nay.

The Data subject/Customer may receive notifications or see
advertisements or other contents on any website, personal emails, or any
device that may link to the website or service of partners, and other third
parties that cooperate with Vikki Bank. Vikki Bank is not responsible for
controlling such content, links and is not responsible for the activities used
by these websites or the services of these partners or third parties.

3. Trong trudng hdp Chi Thé Dir Liéu/Khdch Hang muén hiy déng ky nhén
théng bdo/thdy quang cdo hodic ndi dung khdc thi Chi Thé Dif Liéu/Khdéch
Hang lién hé vdi Vikki Bank theo Théng tin lién lac tai Diéu 12 cla Diéu
Khodn Va Diéu Kién Chung nay.

In case the Data subject/Customer wants to unsubscribe from receiving
notifications, seeing advert/sements or other content the data subject or
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in Article 12 of these General Terms and Conditions.

PIEU 7. THONG BAO XU LY DU LIEU CA NHAN/NOTICE OF PERSONAL DATA
PROCESSING

Cha Thé Dir Liéu xdc nhdn réing, bdng viéc chdp nhan Diéu Khodn Va biéu Kién
Chung nday, Cht Thé Dif Liéu dé& dugc Vikki Bank théng bdo vé viéc xily ditliéu
cd nhan trudc khi Vikki Bank x& ly (bao gém nhung khéng gidi han théng bdo
xU ly dif liéu cd nhan nhay cdm, thédng bdo vé hdu qud, thiét hai cé thé xdy ra
khi rat lai su déng y, thdng bdo vé viéc Cha Thé Dir Liéu dang bi ghi am, ghi
hinh), d& dudc tu vén va gidi thich ddy dd, hiéu rd va déng y véi todn bo cdc
ndi dung quy dinh tai Diéu Khodn V& Diéu Kién Chung nay. Chla Thé Dir
Liéu/Khdch Hang déng y rdng Vikki Bank khéng cén thuc hién théng bdo lai
trudc khi XLy Dir Liéu Ca Nhéan, hodc x{ ly yéu cau rut lai su déng y ctia Chd
Thé Dit Liéu tai Vikki Bank.

The Data Subject confirms that, by accepting these General Terms and
Conditions, the Data Subject has been duly notified by Vikki Bank of the
processing of personal data prior to such processing by Vikki Bank (including
but not limited to: the notifications regarding the processing of sensitive
personal data, the notifications of possible consequences and damages that
may arise from the withdrawal of consent, the notifications that the Data
Subject is subject to audio and/or video recording), has been fully advised,
explained, understood, and agreed with all the contents specified in these
General Terms and Conditions. The Data subject/Customer agrees that Vikki
Bank shall not need to give notification prior to processing personal data or
processing the data subject’s request to withdraw consent at Vikki Bank.

PIEU 8. QUYEN VA NGHIA VU CUA CHU THE DU LIEU/KHACH HANG/RIGHTS
AND OBLIGATIONS OF DATA SUBJECTS/CUSTOMERS

1. Quyén clia Chi Thé DirLiéu/Khdach hang
Rights of the Data Subject/Customer

a. Chi Thé Dir Liéu cé thé yéu cau Vikki Bank cung cép théng tin chi tiét
cdc quy dinh tai Diéu Khodn V& Diéu Kién Chung ndy hodc yéu céu chinh
stfa ditliéu cd nhan clta minh theo hudng dan cta Vikki Bank.

The Data Subject may request Vikki Bank to provide detailed
information about the provisions of these General Terms and Conditions
or request correction of his/her personal data in accordance with Vikki
Bank’s instructions.

b. Pudc Vikki Bank tén trong va nd luc dé béo vé cdc quyén ctia Cha Thé
Dit Liéu: (1) Budc biét vé hoat déng xir ly dir liéu cé nhan; (2) Péng y
hodc khéng déng y, yéu céu rat lai sy déng y cho phép x{ ly dir liéu cd
nhan; (3) Xem, chinh stta hodc yéu céu chinh stra ditliéu cd nhan; (4) Yéu
c@u cung cdp, x6a, han ché x{ ly dif liéu cd nhan; gli yéu céu phan doi
x ly ditliéu cd nhan; (5) Khiéu nai, t6 cdo, khéi kién, yéu cau boi thudng
thiét hai theo quy dinh cla phdp luat; (6) Yéu cdu cd quan cé thdm
quyén hodc cd quan, t6 chiic, cd nhan lién quan dén xt ly dulleu cdnhdn

huc hién cdc bién phdp, gidi phdp bdo vé dirliéu cd nha minh theo
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quy dinh cta phdp luat.

Being respected and endeavored to be protected by Vikki Bank in
relation to the rights of the Data Subject: (1) To be informed of the
personal data processing; (2) To consent, refuse, or request withdrawal
of consent to the personal data processing; (3) To view, modify, or
request modification of their personal data; (4) To request the provision
of, deletion of, or restriction on the processing of personal data; and to
submit objections to the processing of personal data; (5) to complain,
denounce, initiate lawsuits, or claim damages according to the law; (6)
To request competent authorities or agencies, organizations, or
individuals relevant to personal data processing to adopt solutions and
measures to protect their personal data according to the law.

i. Khinhandugc yéu cauritlaisuddngy cho phép xrly ditliéu cdnhan,

han ché x{ ly ditliéu cd nhén, phdn déi xi ly dirliéu cd nhan theo ding
tha tuc cla ch thé dir liéu cd nhan, bén kiém sodt dif liéu cd nhan,
bén kiém sodt va x{ ly dit liéu cd nhan phai phan hdi trong thsi han
02 ngdy lam viéc, cung cdp ddy du théng tin cho chd thé dif liéu cd
nhan vé tha tuc ngiing x{ ly dif liéu c& nhan va thuc hién trong thsi
han 15 ngdyy, trir trudng hop x ly dif liéu cd nhan khéng cén su déng
y clia chi thé dif liéu cd nhan. Trudng hdp cdn yéu cdu bén xi ly dif
liéu cd nhan, bén th ba ngiing xt ly dif liéu c& nhén ctia chd thé dir
liéu cd nhan thi thuc hién trong th&i han 20 ngdy. Trudng hdp can gia
han tha&i gian x{ ly thi kéo dai thém téi da 01 lan gia han trong thdi
han khéng qud 15 ngdy, bén kiém sodt dif liéu cd nhan, bén kiém sodt
va x{ ly dir liéu cé nhan théng bdo cho chd thé dif liéu cd nhén ly do
can gia han.
Upon receipt of arequest for withdrawal of consent to the processing
of personal data, restriction of the processing of personal data, or
objection to the processing of personal data duly submitted by the
personal data subjectin accordance with the prescribed procedures,
the Personal Data Controller and the Personal Data Controller and
Processor shall respond within two (02) working days, provide the
personal data subject with full information regarding the procedures
for cessation of personal data processing, and complete such
cessation within fifteen (15) days, except in cases where the
processing of personal data does not require the consent of the
personal data subject. In case that an extension of the processing
time is required, only 1 extension may be granted for a period not
exceeding 15 days. The personal data controlling party and the
personal data processing and controlling party shall notify the
personal data subject matter of the reasons for the extension and
assume the responsibility for demonstrating that such extension is
necessary and reasonable.
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ii. Khinhan dugc yéu cau xem, chinh sita hodc yéu céu chinh stra dif liéu
cd nhan, cung cdp dif liéu cd nhén theo ding thi tuc ctia chi thé dir
liéu cd nhan, bén kiém sodt dif liéu cd nhan, bén kiém sodt va xi ly dir
liéu c& nhan phdi phan héi trong thdi han 02 ngay Iadm viéc, cung cdp
déy da théng tin cho chd thé dir liéu cd nhan vé thi tuc va thuc hién
trong th&i han 10 ngdy. Trudng hdp can yéu cau bén xi ly dir liéu cd
nhan, bén thiba chinh sra ditliéu cd nhan clia chii thé dirliéu cd nhan
thi thuc hién trong th&i han 15 ngdy. Trudng hop cén gia han th&i gian
xU ly thi kéo dai thém tdi da 01 1én gia han trong th&i han khéng qud
10 ngdy, bén kiém sodt dirliéu cd nhan, bén kiém sodt va xi ly dir liéu
cd nhén thdng bdo cho chi thé dirliéu cd nhan ly do cdn gia han.
Upon receipt of a request from the personal data subject matter to
view, modify, or request modification of personal data, or to obtain
provision of personal data in accordance with the prescribed
procedures, the personal data controlling party and the personal
data processing and controlling party shall respond within 2 working
days, fully provide information on the relevant procedures, and
implement such request within 10 days. Where it is necessary to
request the personal data processing party or a third party to modify
the personal data of the personal data subject, such modification
shall be carried out within 15 days. In case that an extension of the
processing time is required, only 1 extension may be granted for a
period not exceeding 10 days. The personal data controlling party
and the personal data processing and controlling party shall notify
the personal data subject matter of the reasons for the extension and
assume the responsibility for demonstrating that such extension is
necessary and reasonable.

iii. Khinhan dugc yéu cau xéa diiliéu cd nhan theo ding thi tuc cta chi
thé dii liéu cd nhan, bén kiém sodt dit liéu cd nhan, bén kiém sodt va
x ly dif liéu cd nhan phai phan héi trong th&i han 02 ngay lam viéc,
cung cdp ddy da théng tin cho chi thé dif liéu cd nhan vé thd tuc va
thuc hién trong th&i han 20 ngdy. Trudng hop can yéu céu bén x{r ly
dir liéu cd& nhén, bén thir ba cung cép, xéa, han ché xir ly dii liéu cla
cht thé dif liéu cd nhan thi thuc hién trong thdi han 30 ngay. Trudng
hop can gia han thai gian x{ ly thi kéo d&i thém téi da 011an gia han
trong th&i han khéng qud 20 ngdy, bén kiém sodt ditliéu cd nhan, bén
kiém sodt va xU ly dif liéu cé nhan théng bdo cho chi thé dif liéu ca
nhén ly do can gia han.

Upon receipt of arequest from the personal data subject for deletion
of personal data in accordance with the prescribed procedures, the
personal data controlling party and the personal data processing
and controlling party shall respond within 2 working days, fully
provide information on the relevant procedures, and implement such
deletion within 20 days. Where it is necessary to request the personal
data processing party or a third party to provide, deletegor restrict
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the processing of the personal data of the personal data subject,
such actions shall be carried out within 30 days. In case that an
extension of the processing time is required, only 1 extension may be
granted for a period not exceeding 20 days. The personal data
controlling party and the personal data processing and controlling
party shall notify the personal data subject matter of the reasons for
the extension and assume the responsibility for demonstrating that
such extension is necessary and reasonable.

iv. Khi nhén dugc yéu cau thuc hién cdc bién phdp, gidi phdp bdo vé dir

liéu cd nhan clia minh theo dung thl tuc cla chi thé ditliéu cd nhan,
¢S quan cé thadm quyén hodic cd quan, té chiic, cd nhén lién quan dén
xU ly dif liéu cd nhan phdi phan héi trong th&i han 02 ngdy lam viéc,
cung cdp ddy da théng tin cho chd thé dir liéu cd nhén vé thd tuc vé
thuc hién trong th&i han 15 ngay. Trudng hdp cén gia han thdi gian xi
ly thi kéo ddi thém téi da 01 1éan gia han trong thdi han khéng qud 15
ngdy, bén kiém sodt dif liéu cd nhan, bén kiém sodt va xily dirliéu cd
nhan théng bdo cho chi thé dif liéu cd nhén ly do cén gia han.
Upon receipt of a request from the personal data subject matter for
the implementation of solutions and measures to protect their
personal data in accordance with the prescribed procedures, the
competent authority or the agency, organization, and individual
related to personal data processing shall respond within 2 working
days, fully provide information on the relevant procedures, and
implement such solutions and measures within 15 days. In case that
an extension of the processing time is required, only 1 extension may
be granted for a period not exceeding 15 days. The personal data
controlling party and the personal data processing and controlling
party shall notify the personal data subject of the reasons for the
extension and assume the responsibility for demonstrating that such
extension is necessary and reasonable.

c. Khithuc hién cdc quyén clia minh, Chl Thé Dif Liéu hiéu v déng v rdng:

While exercising its rights, the Data Subject understands and agrees
that:

i. VikkiBank duy trithuc hién cdc bién phdp bdo vé khdi su truy cép trdi
phép hodc trdi phdp ludt va/hodic su phd hdy, mat, thiét hai cta dir
liéu cd& nhan va can nhdc quyén Igi chinh ddng clia Chi Thé Dif Liéu,
kha ndng va hé théng cta Vikki Bank tai tiing thdi diém. Bdng nd luc
hap ly, Vikki Bank s& thuc hién yéu céu hdp phdp v hop 1 tir Chi Thé
Dit Liéu trong khd ndng va thai gian phu hgp véi quy dinh phdp ludt;

Vikki Bank maintains measures to protect against unauthorized or
unlawful access and/or destruction, loss, or damage of personal
data and considers the legitimate interests of data subjects, the
capacity, and the system of Vikki Bank in each period. With
reasonable efforts, Vikki Bank will fulfill the lawful and valid request
from the data subject in the capacity and time in accordanecewith
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the provisions of law;

ii. Cdc yéu cdu clia Chl Thé Dir Liéu sé phdi thuc hién theo quy trinh,
tha tuc, chi phi phdt sinh do Vikki Bank quy dinh; dugc tié€p nhén tai
dia diém giao dich clia Vikki Bank hodc cdc phuong thic khdc do
Vikki Bank quy dinh trong tung thai ky;

The requests of the data subject shall comply with the processes,
procedures, and costs incurred by Vikki Bank; be received at Vikki
Bank’s transaction locations or other methods prescribed by Vikki
Bank in each period;

iii. Vimuc dichbdo mat, Cht Thé DifLiéu cé thé can phdi duarayéu céu

clia minh bdng vén bdn hodc st dung phusng phdp khdc dé chiing
minh va xdc thuc danh tinh ctia Chi Thé Dif Liéu. Vikki Bank cé thé
yé&u cdu Chu Thé Dif Liéu xdc minh, xdc thuc danh tinh trudc khi xi ly
yéu cAu clia Chl Thé Dif Liéu;
For security purposes, a Data Subject may need to make its request
in writing or use another measurement to prove and verify the data
subject’s identity. Vikki Bank may require the data subject to verify
and authenticate his/her identity prior to processing the data
subject’s request.

iv. Vikki Bank c6 quyén tir chéi yéu cdu clia Chl Thé D Liéu trong mot
s6 trudng hap:

Vikki Bank is rightful to refuse a data subject’s request in the
following cases:

- Cha Thé Dir Liéu khéng thuc hién dung trinh tu, tha tuc do Vikki
Bank hudng dan; hodc

The data subject fails to follow the processes and procedures
instructed by Vikki Bank; or

- Khi Vikki Bank khéng thé xdc dinh dudc danh tinh cia Chi Thé Dir
Liéu hodc khéng thé xdc minh dugc tinh chinh xdc, ddy dd cla Dit
Liéu C& Nhan va/hodc Cha Thé Ditr Liéu khéng cung cdp hodc
cung cdp khéng dday dud cdc gidy t&, tailiéu dé xdc minh danh tinh,
tinh chinh xdc, day da cta dirliéu cd nhén; hodic

When Vikki Bank cannot determine the identity of the data subject
or cannot verify the accuracy and completeness of the personal
data and/or the data subject fails to provide or provides
incomplete papers and documents to verify the identity,
accuracy, and completeness of personal data; or

- Trong trudng hgp Vikki Bank ddnh gid cé déu hiéu gid mao, gian
lan, vi pham vé bdo vé dii liéu cd nhan; hodic
In case Vikki Bank evaluates that there are signs of forgery, fraud,
or violation of personal data protection; or
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- Cé tranh chap (bao gébm ca trudng hdp chi cé dau hiéu) giita Bén
Cung Cdp va Chl Thé Dir Liéu; hodc

There is a dispute (including only signs) between the Provider and
the data dubject; or

- Ch( Thé Dit Liéu/Khdch Hang khéng chdp nhan déi véi hdu qua,
thiét hai xdy ra theo quy dinh tai diém b Khoén 4 Piéu 4 Diéu
Khodn V& Diéu Kién Chung ndy; hodc

The Data subject/Customer does not accept the consequences
and damages that occur in accordance with the provisions of
point b, Clause 4, Article 4 of these General Terms and
Conditions; or

- Quy dinh phdp luat khéng cho phép thuc hién yéu céu ctia Chii Thé
D Liéu.
The law does not allow the fulfillment of the data subject’s
request.

2. Nghia vu ctia Chli Thé DirLiéu/ Khach hang
Obligations of the Data Subject/Customer

TAI APP VIKKI

a.

Tubdo vé dirliéu cd nhén clia minh;

Protect your own personal data;

Ton trong, bdo vé dir liéu cd nhan cia ngudi khac;
Respect and protect the personal data of others;

Cung cép dday du, chinh xdc dir liéu cd nhan cGia minh theo quy dinh cla
phdp luét, theo hgp déng hodc khi déng y cho phép x|y dirliéu cd nhén
cla minh;

To provide complete and accurate personal data in accordance with
applicable laws, contractual requirements, or upon giving consent to the
processing of your personal data.

. Théng bdo chinh stta, cdp nhat kip thdi tdt cé cdc thay d6i, sai sét doi

vé8i dir liéu cd nhén da cung cap cho Vikki Bank kém theo hé so chiing
minh viéc chinh stta, thay d6i ditliéu cd nhan;

Notify Vikki Bank of the timely correction and update of all changes and
errors in personal data provided to Vikki Bank, together with documents
proving the modification or change of personal data;

Thuc hién quy dinh phdp luat vé bdo vé dir liéu cd nhén va tham gia
phong, chéng cdc hanh vi vi pham quy dinh vé bdo vé dif liéu cd nhan;
Implement legal regulations on the protection of personal data and

participate in the prevention and combat of violations of regulations on
personal data protection;
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f. Théng bdo ngay tdi Vikki Bank néu phdat hién hodc nghi ngs dir liéu cd

nhan cla ban than bi 16, cé thé dan tdi rdi ro trong qud trinh s dung sén
phdm, dich vu tai Vikki Bank hodc bét ky vi pham ndo vé bdo vé dir liéu
cd nhan theo Diéu Khodn Va Diéu Kién Chung ndy ma Cha Thé Dit Liéu
c6 thé nhén biét dugc;
Immediately notify Vikki Bank if you discover or suspect that your
personal data has been exposed, which might lead to risks in the process
of using products and services at Vikki Bank or any breach of personal
data protection under these General Terms and Conditions that is
identifiable by the Data Subject,;

g. Cdc nghia vu khdc theo quy dinh phdp ludt.

Other obligations as prescribed by law

PIEU 9.QUYEN VA NGHIA VU CUA VIKKI BANK/ RIGHTS AND OBLIGATIONS OF

1.
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VIKKI BANK
Quyén cla Vikki Bank:
Rights of Vikki Bank:

a. Bugc quyén x{ ly dir liéu c& nhén cla Chi thé dir liéu/Khdch hang khi
dudc Chu thé dif liéu/Khdch hang déng y theo Diéu Khodn V& Diéu Kién
Chung nay;

To be entitled to process the personal data of the Data
Subject/Customer upon obtaining the consent of the Data
Subject/Customer in accordance with these General Terms and
Conditions;

b. Bugc quyén yéu cdu Chu thé dif liéu/Khdch hang cung cép ddy dd va
chinh xdc dir liéu cd nhan cta Cha thé dir liéu/Khdch hang theo Diéu
Khodn V& Diéu Kién Chung nay.

To be entitled to request the Data subject/Customer to provide
complete and accurate personal data in accordance with these General
Terms and Conditions.

c. Dugc quyén mién trir nghia vu va trach nhiém trong trudng hgp Cha thé
dirliéu/Khdch hang cung cép ditliéu cd nhan ctia cd nhéan khdc cho Vikki
Bank va/hodic cdc Bén lién quan ma chd thé dif liéu g6 déng y vé viéc
cung cap.

To be entitled to be exempt from obligations and responsibilities in case
the Data subject/Customer provides personal data of other individuals
to Vikki Bank and/or related parties that the data subject agrees to
provide.

d. Bugc quyén cung cdp, tiét 16 dif liéu cd nhan clia Chi thé dif liéu/Khdch
hang cho cdc bén khdc dudc dinh nghia tai Piéu Khodn Vé Diéu Kién
Chung nay.
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To be entitled to provide and disclose the Data subject/Customer’s
personal data to other parties defined in these General Terms and
Conditions.

e. Trudng hgp Cha thé dir liéu/Khdch hang cé vén bdn rat lai sy ddng y
va/hodc dé nghi Vikki Bank xéa dirliéu, han ché x{ly dirliéu cd nhan cla
Chu thé dirliéu/Khdch hang, thi Vikki Bank cé quyén han ché, ngiing, hiy
bd cung cdp s&n phdm, dich vu cho Cha thé dir liéu/Khdch hang vi Vikki
Bank khéng cé ddy da cdc thong tin, dirliéu dé thuc hién, cung cdp cdc
s&n phdm, dich vu tai chinh ngan hang cho Cha thé dit liéu/Khdach hang.
Vikki Bank khéng chiu bét ky tén thdt ndo phdt sinh déi véi Cha thé di
liéu/Khdch hang trong truéng hgp nay.

In case the Data subject/Customer withdraws consent in writing and/or
requests Vikki Bank to delete data and limit the processing of the Data
subject/Customer’s personal data, Vikki Bank has the right to restrict,
cease, or cancel products and services supply for Data
subject/Customer because Vikki Bank does not have enough
information, data to perform and provide banking, financial products
and services to Data subject/Customer. Vikki Bank shall not bear any
loss to the Data subject/Customer in such case.

f. Nhdm thuc hién muc dich xt ly dif liéu cd nhén theo quy dinh tai Khodén 1
Diéu 4, Vikki Bank cé thé cung cdp/chia sé dif liéu cd nhan ctia Chl thé
dirliéu/Khdch hang dén cdc bén thirba lién quan cla Vikki Bank va cac
bén thi ba ndy cé thé tai Viét Nam hodc bat cif dia diém ndo khdc ném
ngodi lanh thé Viét Nam.

In order to fulfill the purpose of processing personal data as specified in
Clause 1, Article 4, Vikki Bank may provide or share the Data
subject/Customer’s personal data with relevant third parties that may
be in Vietnam or any other location outside the territory of Vietnam.

g. Cdc quyén khdc theo quy dinh clia phdp ludt.

Other rights as provided for by law

2. Nghia vu cla Vikki Bank:

TAI APP VIKKI

Obligations of Vikki Bank:

a. Thuc hién cdc bién phdp béo vé dir liéu cd nhan cla Cha thé dir
liéu/Khdch hang ma Vikki Bank nam giir theo dung quy dinh phdp ludt.
Implement measures to protect personal data of Data
subject/Customer held by Vikki Bank in accordance with the law.

b. Tudn thd quy dinh phdp luat vé bdo vé dir liéu cd nhan clia Chad thé dir
liéu/Khdch hang.

Comply with legal regulations on the protection of the Data
subject/Customer’s personal data.
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PIEU 10. CAM KET CUA CHU THE DU LIEU/KHACH HANG/ CUSTOMER'S DATA

TAI APP VIKKI

1.

SUBJECT/COMMITMENT

Chua thé dif lieu/Khdch hang cam két rdng su déng y cla Cha thé dir
lidu/Khdch hang cho Vikki Bank x{ ly dif liéu cd nhan theo Piéu Khodn Va
Diéu Kién Chung nay l& hodin todn tu nguyén, khéng bi Itra déi hay ép bubc.

The Data subject/Customer undertakes that the Data subject/Customer’s
consent to Vikki Bank to process personal data in accordance with these
general terms and conditions is completely voluntary, without deception or
coercion.

. Cht thé dif liéu/Khdch hang cam két tai thdi diém thé hién su déng y v3i

Diéu Khodn Va Piéu Kién Chung ndly, Cha thé dirliéu/Khdch hang dé hiéu ré
(i) loqi dif liéu c& nhan dudc xU ly, muc dich xi& ly dii liéu cd nhéan; (ii) Ngudn
thu thap dir liéu cd nhan (iii) Bén kiém sodt dir liéu cd nhan hodc Bén kiém
sodt va xt ly dir liéu cd nhan; (iv) cdc quyén, nghia vu clia chi thé dit lidu;
(v) Théi gian luu trir dir liéu c& nhéan; (vi) Co ché, céch thic rat lai swdong y
va chinh sdch xéa, hly ditliéu cd nhén theo quy dinh.

The Data Subject/Customer represents and warrants that, at the time of
providing consent to these General Terms and Conditions, the Data
Subject/Customer has fully understood that (i) the types of personal data
to be processed; (ii) Sources of collection of personal data; (iii) The
Personal Data Controller and The Personal Controller-cum-Processer; (iv)
Rights and obligations of Data Subject; (v) Storage period of Personal Data;
(vi) Mechanisms, methods to withdraw consent and policies regarding
deletion, destruction of Personal Datta according to the regulations

. Trudng hgp Chu thé dir liéu/Khdch hang cung cdp dif liéu cd nhén clia mot

bén thiba (bao gém nhung khéng gidi han théng tin ngusi phu thudc, ngusi
cé lién quan theo quy dinh clia phdp ludt, vg/chéng, con cdi va/hodc cha
me, vai/hodc ngudi gidm hd, ngudi tham chiéu, bén thu hudng, ngusi dugc
dy quyén, déi tdc, ngudilién hé trong cdc trudng hdp khén cdp,...) cho Vikki
Bank, Chi thé dif liéu/Khdch hang cam két va chiu trdch nhiém rdng Ch
thé dir liéu/Khdch hang dd cé su ddng y hdp phdp clia bén thit ba dé cho
viéc xU ly théng tin va théng bdo vé viéc Vikki Bank I& Bén X Ly Dir Liéu
theo cdc muc dich dugc néu tai Diéu Khodn Va Diéu Kién Chung nay.

In case Data subject/Customer provides personal data of a third party
(including but not limited to dependents, related persons as required by
law, spouses, children, and/or parents and/or guardian, references,
beneficiaries, authorized persons, partners, emergency contacts, etc) to
Vikki Bank, Data subject/Customer undertakes and is responsible that
Data subject/Customer has obtained the legal consent of such third party
for the processing of information and notifies that Vikki Bank shall be a Data
Processor for the purposes set forth in these General Terms and Conditions.
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PIEU 11. LUU TRU DU LIEU CA NHAN/STORAGE OF PERSONAL DATA

1. D{Liéu Ca Nhan sé duge Vikki Bank luu trir pht hgp véi quy dinh phdp ludt.
Trong pham vi phdp ludt cho phép, Vikki Bank cé thé luu trif dif liéu cd nhan
tai Viét Nam hodc tai nudc ngodi, ké ca gidi phdp luu trirtrén dién todn ddm
may.

Personal data will be stored by Vikki Bank in accordance with the law. To
the extent permitted by law, Vikki Bank may store personal datain Vietnam
or abroad, including cloud storage solutions.

2. Viéc luu trit dir liéu cd nhan dudc thuc hién trong khodng thdi gian can thiét
dé hodn thanh cdc muc dich nhu thda thudn véi Chi Thé Dif Liéu tai Diéu
Khodn V& Piéu Kién Chung ndy, cdc hgp déng, thda thudn, vén bén khdc
dudc xdc 1ap v8i Chii Thé Dif Liéu, trir trudng hop dugc hodc phdi luu trir lau
hon theo yéu cau cla quy dinh phdp luat tiing thai ky.

The storage of personal data shall be retained for the period necessary to
fulfill the purposes agreed with the data subject under these General Terms
and Conditions, under any contracts, agreements, and other documents
established with the data subject, unless a longer retention period is
permitted or required in accordance with laws in each period.

3. Khéng thuc hién yéu cdu ctia chl thé dir liéu cd nhan vé viéc xda, hay dir
liéu cd nhan trong cdc trudng hgp:

Refuse to comply with a Data Subject’s request to delete or destroy
Personal Data in the following cases:

a. D& bdo vé tinh mang, stic khde, danh du, nhan phdm, quyén, Igi ich hap
phdp ctia chli thé difliéu cd nhéan hodc ngudi khdc trong trudng hdp cdp
bdch; bdo vé quyén hodc Igi ich chinh ddng clia minh, clia ngudi khéc
hodic Igiich clia Nha nudc, clia co quan té chiic mot cdch can thiét trudc
hanh vi xdm pham Igi ich noi trén.

To protect the life, health, honor, dignity, and legitimate rights and
benefits of the personal data subject matter or others in urgent cases;
or toprotectone’sown or others’legitimate rights or benefits, or benefits
of the State or agencies/organizations in a necessary manner against
infringement on such rights or benefits.

b. D& gidi quyét tinh trang khdn cdp; nguy co de doa an ninh quéc gia
nhung chua dén mic ban bé tinh trang khdn cdp; phong, chéng bao
loan, khiing bé, phdng, chéng téi pham va vi pham phdp ludt;

To respond to emergencies or threats to national security that have yet
to escalate to the level of a declared emergency; to prevent and combat
riots, terrorism, crimes, and law violations;

c. Phuc vu hoat déng clia cd quan nha nudc, hoat déng quan ly nha nudc
theo quy dinh cta phdp ludt;

To serve the operations of state agencies and the state management
according to the law;
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d. Thuc hién thda thuén ctia chl thé dir liéu cd nhén véi co quan, t6 chirc,
cdnhan cd lién quan theo quy dinh ctia phdp ludt;

To carry out the agreement between the personal data subject matter
and a relevant agency, organization, or individual according to the law;

e. Trudng hdp khdc theo quy dinh clia phdp ludt.
Other cases according to the law.
PIEU 12. THONG TIN LIEN LAC/CONTACT INFORMATION

Trudng hgp Cha Thé Dir Liéu/Khdch Hang cé bét ky yéu cdu, céu hdi ndo lién
quan dén Diéu Khodn V& Diéu Kién Chung ndy, vui long lién hé véi Vikki Bank
tai bat ky dia diém giao dich gén nhdt hodic goi dién dén Téng dai clia Vikki
Bank theo s6 hotline: 1900 6608. Sau khi tiép nhdn nhu cau, Vikki Bank hudng
dén Chi Thé Dif lieu/Khdch Hang hoan tét hé sa, tha tuc khi€u nai theo quy
dinh Vikki Bank phu hgp véi quy dinh phdp ludt.

In case the Data subject/Customer has any request or question regarding
these General Terms and Conditions, please contact Vikki Bank at any nearest
transaction location or call the Call Center of Vikki Bank at the hotline number:
1900 6608. After receiving the request, Vikki Bank instructs the Data
subject/Customer to complete the dossier and complaint procedures in
accordance with Vikki Bank’s regulations and the law.

PIEU 13. NGON NGU SUDUNG/USED LANGUAGE
Diéu Khodn Va Diéu Kién Chung Vé Bdo Vé Va XirLy DirLiéu C& Nhan dugce 1ap
bdng tiéng Viét va Tiéng Anh. Trong trudng hap cé su khdc biét gitra ndi dung
tiéng Viét va tiéng Anh, ndi dung tiéng Viét cé gid tri uu tién dp dung.
General Terms and Conditions of Personal Data Protection and Procession are

made in Vietnamese and English. In the event of a difference between
Vietnamese and English content, Vietnamese content shall prevail.
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